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BIOMETRICS 
The physiological and behavioural character-
istics of individuals, including fingerprints; 
voice, face, retina, and iris patterns; hand ge-
ometry, gait, and DNA profile. A biometric 
system uses biometric technologies to cap-
ture and store characteristics in a database 
in order to identify individuals. Information 
in this database is cross-referenced to veri-
fy or authenticate an individual’s identity in 
a range of contexts, such as when accessing 
government services, crossing borders, vot-
ing, accessing bank accounts, and accessing 
health services.

DIGITAL WELFARE 
STATE 

A term used to describe the use of digital 
technology systems in state-managed social 
security programmes. This includes the use 
of digital technology in administering ser-
vices related to the provision of social grant 
benefits, state provision of health care ser-
vices, and other forms of assistance provided 
by government departments. 

DIGITALISATION
The process of changing existing business 
models using digitisation. Its purpose is val-
ue creation; technology is leveraged to ex-
pand a business into new markets, offer new 
products and services, and appeal to new 
customers.

DIGITISATION
The process whereby information is convert-
ed from a physical format to a digital one.

FINTECH
Short for financial technology, fintech refers 
to computer programmes and other technol-
ogy used to create, support, or enable bank-
ing and financial services. 

KEY TERMS
4IR Fourth Industrial Revolution
AI artificial intelligence
AGSA Auditor-General of South Africa
ARC African Rainbow Capital
B-BBEE Broad-Based Black Economic 
Empowerment programme
BSP business service provider
CAPPREC Capital Appreciation
CEO chief executive officer
COGTA Department of Cooperative 
Governance and Traditional Affairs
CPS Cash Paymaster Services
CSG Child Support Grant
DRC Democratic Republic of the Congo
DSD Department of Social Development
EU European Union
fintech financial technology
GDPR General Data Protection Regulation 
(European Union)
HANIS Home Affairs National  
Identification System
ID identification
IFC International Finance Corporation
JSE Johannesburg Stock Exchange
NPS National Payment System
NSFAS National Student Financial Aid 
Scheme
OAG Old Age Grant
OTT over-the-top (messaging)
PAIA Promotion of Access to Information Act
PERSAL Personnel and Salary System
POPIA Protection of Personal Information 
Act
SASSA South African Social Security Agency
SOCPEN Social Pension for Indigent 
Senior Citizens
SRD Social Relief of Distress grant
UEPS Universal Electronic Payment System
UIDAI Unique Identification Authority of 
India
UIF Unemployment Insurance Fund
UK United Kingdom
U.S. United States
USSD Unstructured Supplementary Service 
Data 
WABA WhatsApp Business account 

ABBREVIATIONS
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FOURTH INDUSTRIAL 
REVOLUTION (4IR) 

An era when people are using smart, con-
nected, and converging cyber, physical, and 
biological systems and smart business mod-
els to redefine and reshape the social, eco-
nomic, and political spheres.

GRANT BENEFICIARY
An individual who qualifies to receive a so-
cial grant. Many beneficiaries are children 
who do not collect the grant themselves.

GRANT RECIPIENT 
An individual who collects the actual pay-
ment of a social grant. This can be the ben-
eficiary themself or someone collecting on 
behalf of a beneficiary, such as a parent col-
lecting on behalf of a child.

MONETISATION OF 
DATA 

The process of generating revenue from data, 
particularly personal data, collected in vari-
ous ways. Ways of monetising data include: 
selling the data a business collects from cus-
tomers or clients to advertisers, using the 
data collected to improve sales of products 
to customers, data analysis of customer be-
haviour to maximise services, and charging 
an access fee for a service (or on the rare oc-
casion, access to hardware like a computer).

NATIONAL STUDENT 
FINANCIAL AID 
SCHEME (NSFAS)

A South African government student finan-
cial aid scheme for undergraduate students 
to help them pay the cost of their tertiary 
education. It is funded by the Department of 
Higher Education and Training.

PERSONNEL AND 
SALARY SYSTEM 
(PERSAL)

The government system used for adminis-
trating the public service payroll. 

PLATFORM
A digital service that facilitates interactions 
between two or more distinct but interde-
pendent sets of users (whether firms or indi-
viduals) who interact through the service via 
the Internet and digital technology systems. 
It can be best understood as an intermediary 
between users that extracts value from their 
activities on the basis of the data generated. 
Facebook and Google are quintessential ex-
amples of platforms.

SOCIAL PENSION FOR 
INDIGENT SENIOR 
CITIZENS (SOCPEN)

The South African Social Security Agency’s 
primary database for beneficiary informa-
tion management. It is used when processing 
applications for the old age, disability, war 
veterans, child support, foster care, and care 
dependency grants; generating a monthly 
pay file for more than16 million grants; and 
automatically producing a list of beneficiaries 
due to be re-assessed.

UNEMPLOYMENT 
INSURANCE FUND (UIF) 

A fund that provides short-term relief to 
workers when they become unemployed 
or are unable to work because of maternity 
leave, adoption leave, or illness. It also pro-
vides relief to the dependants of a deceased 
contributor. Employers register, declare, and 
pay UIF contributions taken from employ-
ees’ salaries. 

USSD 
Stands for Unstructured Supplementary Ser-
vice Data. It is a communications protocol 
used by cellular devices on second-genera-
tion cell networks to communicate between 
the device and the mobile network compa-
ny’s computers. USSD creates a real-time 
connection that allows for the sharing of data 
and is thus used regularly for menu-based 
information services, mobile money services, 
and various location-based services. 
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INTRODUCTION: 

PANDEMIC, 
PROFIT, AND 

PRIVACY

The Covid-19 pandemic has dramatically 
increased global inequality: while millions 
of people lost their jobs and were pushed 
into poverty, billionaires increased their 
cumulative wealth by R55 trillion between 
March and December 2020.1 South Afri-
ca was already the most unequal country 
in the world prior to the pandemic, and 
Covid-19 has made survival more difficult 
for millions of people. At the time of writ-
ing, the official unemployment rate is over 
34 per cent and tops 44 per cent when in-
cluding people who have stopped searching 
for work.2 

At the same time, the Johannesburg Stock 
Exchange (JSE) recovered from its crash in 
March 2020 and reached record highs by ear-
ly 2021. While poor and working-class South 
Africans have suffered losses of income, the 
most affluent South Africans have sustained 
or even grown their wealth.

To address some of the worst economic 
effects of Covid-19, President Cyril Rama-
phosa announced a range of social assistance 
interventions in April 2020, including a new 
Social Relief of Distress (SRD) grant for un-
employed people between the ages of 18 and 
59. This was a major development in the 
South African social assistance landscape, 
as this age cohort had never previously been 
able to access benefits. Attesting to the scale 
of poverty and unemployment, 12 million 
people applied for this Covid-19 SRD grant 
and 7 million received it between April 2020 
and April 2021 (when it came to a sudden 
and premature end). In August 2021, after 
extensive civil society campaigns, led by the 
Black Sash and #PaytheGrants, the Covid-19 
SRD grant was reinstated. By the end of the 
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first month, 13 million people applied once 
more for the grant and 8 million people re-
ceived it.

While the Covid-19 SRD grant is a vital 
social initiative, the pandemic introduced 
changes to the grant application and distri-
bution system that have not been sufficient-
ly investigated. This report focuses on one 
of these changes, namely how Covid-19 has 
been used to justify the rapid digitalisation of 
the welfare state. 

For the last five years, the South African 
Social Security Agency (SASSA) has ex-
pressed its intention to “intensify automa-
tion of the social grant application processes/
systems”.3 However, such efforts were given 
extraordinary impetus by the onset of the 
pandemic. Covid-19 is an infectious airborne 
disease, and in-person government services, 
with long queues and crowded offices, are 
perfect grounds for the virus to spread. To 
protect workers and grant recipients, SASSA 
had to engineer systems to deliver this grant 
safely. Since the grant was a new initiative, 
the qualifying 18–59-year-olds were not al-
ready registered on SASSA’s Social Pension 
of Indigent Senior Citizens (SOCPEN) da-
tabase. SASSA had to rely on three private 
partners – GovChat, Vodacom, and Prosense 
– to design a registration process for this age 
cohort, using WhatsApp, Unstructured Sup-
plementary Service Data (USSD), and web 
and email platforms, respectively. It is worth 
mentioning that other government agencies 
were also contracting with private service 
providers to digitise social services during 
this period, including the Department of 
Health, first for Covid-19 testing and then for 
the national vaccination roll-out.

Globally, there has been inadequate scrutiny 
of how companies are profiting from their 
access to personal data gathered through 
government contracts under the auspices 
of providing public services. When there is 
inadequate regulation and poor transpar-
ency, these new digital developments can 
create possibilities for massive profit taking 
on the part of corporations and greater po-
litical control by the state. Both are achieved 
through the surveillance of individuals via 
the data they submit to access social protec-
tion guaranteed by the Constitution.

In this report, we focus on GovChat, a 
small South African technology company, 
and SASSA’s most visible partner in its dig-
italization drive. In early 2020, GovChat 
offered its services to SASSA for free to set 
up a WhatsApp platform for the Covid-19 
SRD grant application process. GovChat now 
appears to be SASSA’s partner of choice for 
its future digitalisation plans and has rolled 
out a trial application platform for disability 
grant recipients as well. 

GovChat boasts that it provides these 
services to SASSA at no cost and is primar-
ily concerned with creating social impact. 
Yet GovChat is financially backed by a few 
private actors, notably Capital Appreciation 
(CAPPREC), a publicly listed company pre-
dominantly focused on financial technology 
(fintech). Through its relationship with SAS-
SA, GovChat has access to the personal data 
of millions of South Africans, and CAPPREC 
is keen to “monetise” GovChat’s model. This 
report considers what monetisation could 

UNSTRUCTURED 
SUPPLEMENTARY SERVICE 
DATA
USSD is a communications protocol used 
by cellular devices on second-generation 
cell networks to communicate between 
the device and the mobile network 
company’s computers. USSD creates 
a real-time connection that allows for 
the sharing of data and is thus used 
regularly for menu-based information 
services, mobile money services, and 
various location-based services. 

DIGITALISATION
In this report, we choose to use the 
term digitalisation. This differs from 
digitisation which simply refers to 
the process whereby information is 
converted from a physical format to a 
digital one. Digitalisation is the process 
of changing existing business models 
using digitisation. Its purpose is value 
creation; technology is leveraged to 
expand a business into new markets, 
offer new products and services, and 
appeal to new customers. It is this term 
that is used in this report as it makes 
explicit the use of data and technology 
to benefit private businesses.

KEY TERM

KEY TERM
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POPIA – DATA PROTECTION 
IS A CONSTITUTIONAL 
IMPERATIVE

The Protection of Personal Information 
Act (POPIA) was signed into law in 2013. 
However, it was not until July 2021 that 
the law came into full effect. POPIA is a 
vital piece of legislation that seeks to give 
effect to fundamental constitutional rights, 
including the right to privacy.4 In terms of 
POPIA, everyone is a “data subject”* and 
has numerous rights in terms of how their 
personal data is collected, processed, 
retained, and disseminated. These rights are 
contained in section 5 of POPIA and should 
be kept in mind when reading the rest of this 
report. The rights of all individuals include 
the following:5

• To be notified when your personal infor-
mation is collected, by whom it is collect-
ed, and why it is being collected.

• To find out, free of charge, whether any 
party holds your personal information, 
and if so, to access that information. This 
includes the right to know if any third 
parties have had access to that informa-
tion.

• To object to the processing of your per-
sonal information and to request that the 
information be deleted. 

• To not be subject to any decision that 
results in legal consequences – such as 
whether to receive a social grant – based 
solely on the automated processing of 
personal information.

• To object to your personal information 
being used for direct marketing through 
unsolicited electronic communication. 

• To be notified when your personal infor-
mation is accessed by an unauthorised 
person and to be informed of what the 
possible consequences of the data breach 
may be. 

POPIA also established the Information 
Regulator, an independent regulatory body 
tasked with monitoring and enforcing the Act 
and its provisions.6 However, as we discuss 
in more detail in the report, the Regulator 
has been consistently under-resourced by 
the state which raises concerns about the 
body’s capacity to tackle the extensive and 
far-reaching data protection issues that it 
will face in the coming years. Speaking to 
journalists in August 2020, a member of the 
Information Regulator, Professor Sizwe Snail 
ka Mtuze said: “Right from the beginning, 
the office of the regulator was really given 
a minute budget… we are in discussion 
with [National] Treasury, we are in constant 
discussion every year”.7

This is concerning because international 
experience shows that while impressive 
strides have been made towards enshrining 
data rights in many places, the regulation 
and enforcement of those laws and 
protection of rights has been inconsistent 
at best. A recent European Commission 
review of the European Union’s (EU’s) 
General Data Protection Regulation (GDPR) 
– which contains many of the same rights 
enshrined in POPIA - raised serious concerns 
about inconsistent enforcement of the 
law, particularly against large technology 
firms like Facebook, in part due to a lack of 
resources for regulatory bodies.8 

As we argue in this report, a well-resourced, 
functioning, and energetic Information 
Regulator is vital in ensuring that any 
possible abuses of a digital welfare system 
are halted in their tracks. This report raises 
concerns about the treatment of individuals’ 
data that may amount to breaches of POPIA 
by state and private actors. As such, we have 
submitted it to the Information Regulator for 
investigation and urgent follow-up. 

*“Data subject” simply means the person 
to whom personal information relates.
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look like, and why we should be concerned 
about many possible paths that put profit 
over human rights. GovChat may be offering 
its services for free now, but at what cost?

This report argues that GovChat is making 
a “data play”. Eldrid Jordaan, Chief Executive 
Officer (CEO) of GovChat, initially used this 
term in an interview with Open Secrets to 
describe Facebook’s business strategy. But 
we argue that it can be applied to GovChat 
as well. GovChat has substantial backing 
from CAPPREC precisely because it is well 
positioned to design, build, and control the 
digital systems for social grants in South Af-
rica, during the Covid-19 crisis and beyond. 
Before the pandemic, SASSA was paying 
more than 18 million grants to over 11 mil-
lion beneficiaries, with the significant major-
ity of these payments made up of the Child 
Support Grant (CSG) and Old Age Grant 
(OAG).9 This means that SASSA already held 
the data of 18 million recipients and ben-
eficiaries on its legacy SOCPEN database. 
However, the Covid-19 grant has generated 
a new dataset of at least 13 million individu-
als, between the ages of 18 and 59, who have 
declared that they have little or no income.

A fully automated grant application pro-
cess, including all new and previous records, 
could thus generate an extraordinary data-
base of the personal information of around 
half of South Africa’s population. The plan 
to digitise has opened up the possibility that 
this data will be available to a variety of pub-
lic and private actors. Access to the personal 
data of more than 30 million people would 
constitute the kind of big “data play” that fi-
nancial and technology firms dream of. 

This is not just a concern in South Africa 
but globally. One hundred and ninety-one 
countries introduced new social assistance 
initiatives during the pandemic, and almost 
all of them made use of digital elements.10 
When the United Nations (UN) Special Rap-
porteur on Extreme Poverty and Human 
Rights, Philip Alston, reviewed global ef-
forts to digitise social assistance systems, he 
warned of the “grave risk of stumbling zom-
bie-like into a digital welfare dystopia”.11 

We do not want to be zombies. We also 
do not live in a zombie state, where consti-
tutional rights are trampled upon by the 
powerful in a calculated, devious manner. 
That being so, we seek to shine a light onto 
those who seek to profiteer from South Afri-
ca’s accelerated entry into a digital era of wel-

fare delivery. We follow the story of SASSA’s 
digitisation of welfare over the past decade, 
starting with its previous contract with Cash 
Paymaster Services (CPS) before moving on 
to its current relationship with GovChat. By 
taking a long historical view, we show the 
progressive intensification and evolution of 
data profiteering via social services.

SASSA already has a poor record of pro-
tecting vulnerable grant recipients from the 
predatory conduct of private actors that seek 
to profit from access to their information and 
data. The first case study in this report speaks 
in detail of how it failed to hold Net1 and 
CPS to account for their abuse of the grants 
process. This failure is a stark warning that 
the digitalisation process led by SASSA with 
GovChat as its partner, in particular how the 
process is controlled and regulated, requires 
ever greater scrutiny. Without this, digital 
profiteers in the private sector will be lining 
up at the trough. 

DIGITAL PROFITEERS
Throughout this report we refer to the 
role of private companies in “profiteering” 
from access to our data. The use of this 
term is deliberate. We mean “profiteer” 
in the sense that companies generate 
excessive or unfair profits from systems 
that harm vulnerable people. This does not 
mean that the conduct of these profiteers 
is always unlawful; often it is not. That 
is not accidental. Writing about the role 
of large technology companies in the 
United States (U.S.), Harvard University’s 
Shoshana Zuboff has argued that these 
companies have operated at a new frontier 
of capitalism and used their power, wealth, 
and access to vigorously resist attempts to 
regulate their activities.12 

By arguing that attempts to regulate 
them will stifle innovation, these companies 
have created and operated in a “human 
rights free zone”,13 and all other concerns 
have been subordinated to their relentless 
pursuit of super profits. South Africa is 
no different, with legislative mechanisms 
and regulation of the digital space playing 
catch-up with the capabilities and reach 
of technology firms. The case studies 
in this report should be viewed against 
the nascency of regulation and legal 
mechanisms to hold these private actors 
accountable.

NOTE ON TERMINOLOGY: 
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Chapter 1 offers a brief introduction to South Africa’s intention 
of benefitting from a Fourth Industrial Revolution (4IR). This 
is examined against critical literature on the digitalisation of 
public services.

Chapter 2 looks to the past and revisits the story of Net1 and its 
subsidiary, CPS, between 2012 and 2018. Net 1’s monopolistic 
control of the grant payment system allowed it to aggressively 
sell financial products to grant recipients and engage in making 
unlawful deductions from social grants.

Chapter 3 looks to the present and discusses the rise of Gov-
Chat as SASSA’s new partner of choice in digitalising social wel-
fare. It traces how GovChat’s angel investors are seeking finan-
cial returns on this project by monetising the personal data of 
grant recipients.

Chapter 4 looks to the future and discusses the possible risks 
for grant recipients from digitalisation. Using the Aadhaar iden-
tification (ID) system in India as a case study, we show how 
promises of efficiency and accessibility are often oversold, and 
that digital processes are often exclusionary and ineffective. 
We also detail concerns about the security of the data gath-
ered, and the ability of companies and states to use that data 
to surveil citizens. 

Chapter 5 concludes the report and provides recommendations, 
including the urgent need to demand greater transparency in 
how digital processes work, effective regulation of the com-
panies profiting from these processes, and equitable access to 
digital tools.

Chapter One

Chapter Two

Chapter Three

Chapter Four

Chapter Five

“[There is] a grave risk of 
stumbling zombie-like into a 

digital welfare dystopia”
~ Philip Alston

United Nations Special Rapporteur  
on Extreme Poverty and Human Rights

What is in this report?



If the digital future is to 
be our home, it is we who 
must make it so.1
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1
SOUTH 

AFRICA’S 4IR 
FUTURE: A BIG 

DATA BONANZA

1

Covid-19 has raised many profound human 
rights issues, which begs the question: why 
are we focusing on data and digitalisation? 
South Africa is moving toward a digital fu-
ture, and Covid-19 has provided the ratio-
nale to accelerate that future. President Cyril 
Ramaphosa and many South African gov-
ernment departments are enthusiastic about 
the so-called Fourth Industrial Revolution. 
According to Klaus Schwab, who coined the 
term, instead of old production-centric in-
dustries, the Fourth Industrial Revolution 
will be characterized by the fusion of digital, 
biological, and physical processes through 
the growing use of artificial intelligence (AI), 
cloud computing, wireless technologies, dig-
ital currencies, and big data, amongst many 
others.2 Schwab, it should be remembered, is 
one of the original “influencers” of the mod-
ern era, the person behind the annual Davos 
meeting. Schwab’s World Economic Forum 
brings together the globe’s richest and most 
powerful for “agenda setting” which pro-
foundly impacts billions of people who have 
no seat at the table with the denizens of Da-
vos. Such are the origins of the Fourth Indus-
trial Revolution. 

Ramaphosa established a Presidential 
Commission on the Fourth Industrial Revo-
lution to provide guidance on how to stim-
ulate it in South Africa.3 Likewise, his son, 
Tumelo Ramaphosa, attempted to host an 
elite AI and blockchain conference in 2019.4 
Mpho Dagada, a member of the Presiden-
tial Commission on the Fourth Industrial 
Revolution and author of Mr Bitcoin: How I 



1 6  –  O P E N  S E C R E T S

Became a Millionaire at 21, has been tasked 
with planning a similar conference for March 
2022.5

The many efforts to kick-start a home-
grown Fourth Industrial Revolution have 
proceeded largely without comment. Yet this 
complacency needs to be challenged. The 
Fourth Industrial Revolution is made pos-
sible by the rapid acceleration of global ca-
pacity to “store, communicate and compute 
information”.6 Business magazines have re-
ferred to this information or data as the “new 
oil”, highlighting its capacity as a precious 
commodity that stores value. Big and small 
corporations, as well as public and non-gov-
ernmental organizations, have hopped on 
the bandwagon to “mine” this “new oil” for 
profit. 

Shoshana Zuboff, author of The Age of 
Surveillance Capitalism: The Fight for a Hu-
man Future at the New Frontier of Power, 
describes how the largest technology com-
panies today – notably Google and Facebook 
– create new sources of value by capturing 
our personal information and the mundane 
details of our daily lives through our phones 
and computers, with and without our con-
sent. Google and Facebook collect informa-
tion on where we go, who we are, what we 
like, and what we think. 7 Such data collec-
tion is an emerging frontier of capitalism that 
commodifies human experience.8 

The trend must be more widely under-
stood and subject to public debate to en-
sure that it does not become a bonanza for 
exploitation and a torment to the poor and 
working classes.

Let us begin by discussing how data is the 
“new oil” and how corporations profit from 
gathering it. Technology companies do not 
make money by producing products like cars 
or clothing. Rather, millions of users pro-
duce the core content of sites like Google and 
Facebook, and the more data users generate 
for these companies, the more valuable these 
companies become.9 The commodification of 
data happens in the aggregate: every search 
or post helps improve the platforms’ data 
analysis functions. Platforms collect data 
on users’ behaviour and then run addition-
al analytics or algorithms to process the data 
they collect.10 Algorithms analyse that data 
to improve predictive accuracy about human 
behaviour and mine the commercial possi-
bilities that arise from the analysis.

Platforms monetise this data by charging 
an access fee for their data, selling targeted 
advertising opportunities, or manipulating 
user behaviour.11 As Zuboff compellingly 
shows, data analysis can be used “to tune and 
herd and shape and push us in the direction 
that creates the highest probability of their 
business’ success”.12 For example, in 2014, 
Facebook conducted a secret experiment on 
hundreds of users, manipulating their feeds 
to see if they could create an “emotional 
contagion” or emotional response to certain 
products or political issues without the users 
being aware of it.13 While companies have 
long sought to modify behaviour for profit, 
the ability of technology companies to access, 
analyse, and sell vast sets of personal data has 
presented a series of new avenues for profit.

A COUNTER TO ZUBOFF
A key criticism of Zuboff’s thesis is 
that the act of capturing personal 
information about individuals’ daily 
lives to commodify human experiences 
is not entirely new. Similar instances 
have occurred throughout the history 
of abusive capitalistic systems, from 
the apartheid migrant labour system’s 
compound hostels to the transatlantic 
and Indo-Oceanic slave trade. These 
systems were intimately linked to black 
or othered bodies. The only differences 
with surveillance capitalism are that 
the mechanisms are shifting towards 
digital tools in an online space, and 
those who have always been considered 
the penultimate human (i.e. cishet white 
men) are no longer excluded from the 
processes of extraction. 

ALGORITHMS
Algorithms are a set of instructions 
designed to perform a specific task or 
solve a specific problem, often used 
within computer programmes.

KEY TERM
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Like oil, data is big business. 
Platforms that commodify data 
are some of the most profitable 
companies in history. The com-
bined market valuation of Apple, 
Amazon, Alphabet (Google’s par-
ent company), and Facebook was 
more than $5 trillion in the second 
quarter of 2020.14 To understand 
the scale of these fortunes and the 
power they wield, consider: if this 
market value (R75 trillion) were to 
be distributed equally amongst all 
60 million people in South Africa, 
every person would receive R1.25 
million in their pocket. 

Recently, these platforms have become more 
profitable for their shareholders because the 
Covid-19 pandemic has led to an unprece-
dented surge in the use of online platforms 
for everything from online grocery shopping 
to accessing healthcare and other social ser-
vices.15 When these platforms are used for 
public services, there is a risk that govern-
ment services are effectively outsourced to 
private corporations who then get privileged 
and monopoly access to personal data.

Companies like Facebook and Google 
have also routinely shown that they share 
and sell our personal data without proper-
ly explaining that to us. In September 2021, 
Irish authorities fined Facebook $270 million 
(R4 billion) for failing to be transparent and 
disclose to WhatsApp users how the compa-
ny uses the data it gathers, and particularly 
how it shares that data with Facebook’s many 
other subsidiaries.16 

The manner in which data is used to gen-
erate profit can appear innocuous at first. 
As Durham University’s Louise Amoore 
describes, algorithmic models were initially 
built by finding associations between vari-
ous items in accumulated data.17 Using data 
gathered about supermarket shopping pref-
erences – like through your Clicks, Shoprite, 
or Checkers card – computers are trained 
to predict likely associations. For example, 
shopping data can be used to understand that 
if a person buys two products (a Coke and 
chips), they will also likely buy a third (pa-
per serviettes). Serviette companies can pay 
for this data to draw probable futures from 

immediate purchasing decisions and target 
their market toward specific customers. 

Such data is also highly attractive to 
companies selling financial products. For 
instance, if a person has an income under 
R100,000 and their browsing history shows 
searches for design magazines and do-it-
yourself YouTube videos, it is likely they will 
be amenable to taking an unsecured loan for 
house construction. This cumulative data 
thus provides “insider” information on hu-
man consumption to corporations. While 
ethically dubious, this is not deemed illicit. 
This also is one of the explanations for why 
so many traditional retailers and other com-
panies have accelerated and grown their sale 
of financial products.

The 4IR agenda becomes particularly 
worrisome when the commercial possibili-
ties coalesce with national security agendas. 
Numerous examples reveal how seemingly 
bland, unimportant data is manipulated with 
dire consequences. As Amoore reveals, data 
has political value; for example, if a person 
has a certain pattern of browsing behaviour, 
they will be more amenable to political par-
ties and so will be targeted by candidates.18 
More troubling is that in the “war on terror”, 
where the claimed intent is to stop violent 
actions before they occur, a series of seem-
ingly banal choices captured as data can take 
on profound and even lethal proportions. If 
a person pays for their flight ticket in cash, 
orders a certain meal, and has a flight histo-
ry deemed “suspicious”, a red flag appears on 
a border guard’s screen, and they are denied 
access into a country. Or, if they are between 
certain ages, Muslim, and male, they are too 
easily deemed a combatant and could be 
subject to a drone strike and almost certain 
death. 

CORPORATIONS AND THE 
STATE ALIGN: THE DIGITAL 
WELFARE STATE
We certainly do not want social welfare data, 
which has been collected for the express pur-
pose of providing for the basic needs of the 
public, to be used for nefarious purposes. Yet 
this is already happening globally. The Unit-
ed Kingdom (UK) has already transitioned 
its extensive system of social assistance onto 
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a primarily digital platform. An investigation 
by non-profit organisation Privacy Interna-
tional revealed that these digital processes 
undermine people’s rights to privacy and 
dignity. Grant recipients are forced to subject 
themselves to “monitoring and surveillance 
by the state… facilitated by the private sec-
tor”, so that UK authorities can identify how 
benefit money is spent and purportedly stop 
people fraudulently claiming social assis-
tance.19 

The UK Department for Work and Pen-
sions calls upon a range of private companies 
to hand over data about people’s income and 
expenditure to it. This data is combined with 
the department’s ongoing physical and elec-
tronic surveillance of grant recipients. The 
corporations providing the information face 
little accountability regarding how the de-
partment uses the data gathered for its own 
commercial purposes.20 Privacy Internation-
al adds that as a result, poor people in the 
United Kingdom are increasingly forced to 
make a difficult choice: 

ring the boundary between people as citizens 
and people as consumers or service users, 
or the products themselves. The ambiguity 
stems from the structural weakness of the 
state to provide services independently. Both 
hollow and corrupt, the South African state 
contracts private-sector actors to create or 
co-create digital services and platforms, due 
to the technical expertise required to develop 
these kinds of technologies.22 

The data collected through these public 
programmes can be controlled, manipulated, 
and analysed in different ways for different 
purposes by both private corporations and 
governments. Reflecting on similar systems 
in India, researchers Sudeep Jain and Daniela 
Gabor note that citizens who “submit them-
selves to greater commercial surveillance 
become simultaneously (more) vulnerable 
to the repressive arm of the state”.23 At the 
same time, citizens who submit themselves 
to greater state surveillance to access services 
become vulnerable to commercial profi-
teering as well. This confluence of state and 

“The lack of integration of privacy, 
data protection, and security within 
this sector means that individuals are 
currently having to accept a trade-off 
between accessing social protection 
programmes and their fundamental 
rights to privacy and non-discrimination, 
amongst others”.21

private-sector data capture is nowhere more 
concerning than in the provision of social as-
sistance like grants. 

Such commercial profiteering was typified 
by the conduct of Net1 and CPS in what we 
call version 1.0 of digitalising social welfare 
in South Africa. 

Given South Africa’s commitment to a 4IR fu-
ture, what are the risks when the government 
partners with private, profit-driven compa-
nies to deliver social services? Will we face 
the same sorts of breaches of privacy and dig-
nity, as well as monetization and surveillance, 
as the United Kingdom? As part of South 
Africa’s 4IR programme, many government 
departments are now engaging technology 
companies to provide public services, blur-
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2
NET1 AND CPS: THE 

DIGITALISATION OF 
SOCIAL WELFARE 

VERSION 1.0

Between 2012 and 2018, South Africa’s 
social grant payment system, designed 
by Cash Paymaster Services, proved ir-
refutably how social welfare can be used 
for profiteering through the sale of finan-
cial products.1 This is a well-known story, 
though it risks fading from public memory 
in the wake of state capture and the torrent 
of corruption stories. In revisiting it and 
highlighting some of the most pertinent 
details, we want to show how the more re-
cent developments in South African wel-
fare delivery are part of a longer transition 
toward a digital welfare state.

The social grant system designed by CPS 
evolved alongside a global effort to bundle 
cash transfer payments with so-called “finan-
cial inclusion” initiatives. While cash transfer 
promotes “just giving money to the poor”,2 fi-
nancial inclusion promotes giving money to 
the poor in conjunction with a suite of other 
financial products (such as savings, loans, 
payments, and insurance).3 Despite these dif-
ferent stated purposes, mainstream develop-
ment agencies (like the World Bank) and new 
development actors (including banks, mobile 
companies, technology firms, MasterCard/
Visa, and think tanks) have advocated for 
cash transfer payments to be linked with fi-
nancial products and services.4 

Financial inclusion advocates say that pov-
erty is not related to an absolute lack of cash 
but a lack of cash at certain key times.5 They 
argue that a broad range of techno-financial 
products can help people manage their mon-
ey more effectively, particularly in times of 
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emergency. Linking savings, credit, and in-
surance products to social grants seems an 
obvious way of helping people budget for the 
future. And yet it also contains the possibil-
ity of being inescapably exploitative. As the 
Chair of the Digital Frontiers Institute, David 
Porteous, warned in 2006, “The regular cash 
flow of grant recipients may also make them 
an attractive target for lenders who may use 
irresponsible marketing techniques to lead to 
unsustainable indebtedness.”6 

The South African Social Security Agency 
contracted CPS, in 2012, to distribute grants 
nationwide. At the time, this was the second 
largest government contract ever issued, af-
ter the infamously corrupt Arms Deal, which 
was a R30 billion (at the time) purchase of 
weapons in 1999. Under the terms of the 
SASSA contract, CPS was empowered to 
embark on a massive enrolment drive, col-
lecting the personal information of around 
17 million beneficiaries and opening bank 
accounts for 10 million recipients.7 CPS’s 
parent company, Net1 UEPS Technologies, 
jointly listed on the Johannesburg and New 
York-based NASDAQ stock exchanges, used 
its subsidiaries to sell financial products 
to grant recipients. These products includ-
ed loans (Moneyline), funeral insurance 
(Smartlife), airtime and electricity (uManje 
Mobile), and payments (EasyPay). Even at 
the start of the contract, SASSA knew CPS’s 
business model included making additional 
profits by selling financial products and ser-
vices to grantees.8

Net1 and its subsidiaries had unrestricted 
access to South African grant recipients, both 
in person and via their electronic data. Net1 
could make grant payments, sell financial 
products, and extract repayments for those 
products without bearing any risk.9 Grant 

recipients could not default on their debts, 
because Net1 controlled the entire financial 
flow from the National Treasury into individ-
ual bank accounts and could debit those ac-
counts early and automatically. This created 
immense hardship for grant recipients, who 
turned to other formal and informal lenders 
when their grant payments were depleted. 

This was a profitable strategy for Net1, 
which made more money on “financial inclu-
sion” products than from grant distribution 
between 2015 and 2017.10 It is difficult to esti-
mate the exact cost to grantees of Net1’s con-
trol of the data. However, the Black Sash, a 
leading South African social justice organisa-
tion, conducted quarterly surveys with grant 
recipients at pay points.11 Between October 
and November 2016, 25.5 per cent of recipi-
ents surveyed nationally said that money was 
deducted from their grants without consent. 
In some “hot spots”, like Khayelitsha, around 
50 per cent of recipients said that they experi-
enced deductions without consent.12 

“I cry every month 
for my money”13 

~ Grant recipient in an interview 
with GroundUp

Despite these unethical and unlawful de-
ductions, the largest shareholder in Net1, 
at the time, was the International Finance 
Corporation (IFC), the private financial arm 
of the World Bank. The IFC invested $107 
million (over R1.5 billion) to support Net1’s 
expansion into African countries with “lim-
ited banking infrastructure and financial 
services”.14 The IFC intended this support 
to expand CPS’s model worldwide and did 
not balk at the reports from South Africa of 
unauthorised deductions from grant recipi-
ents.15 

THE UNLAWFUL CPS 
CONTRACT
So how did CPS get their foot in the door with 
SASSA? CPS has a long history with South 
Africa’s social development administration. 
It had been paying grants in rural provinces 
since the 1980s (while owned by First Na-

GRANT BENEFICIARIES
A grant beneficiary is an individual who 
qualifies to receive a social grant. Many 
“beneficiaries” are children who do not 
collect the grant themselves. Meanwhile, 
a grant recipient is an individual who 
collects the actual payment of a social 
grant. This can be the beneficiary 
themselves, or someone collecting on 
behalf of a beneficiary such as a parent 
collecting on behalf of a child.
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tional Bank), which it continued to do after 
being purchased by Net1 in the 1990s.16 We 
deal with this history further in the next 
chapter. When SASSA announced that it 
wanted to consolidate grant payment under 
one company, CPS emerged as the clear fa-
vourite because of its experience paying in 
relatively remote areas. CPS was chosen in a 
bidding process which was later ruled invalid 
by the Constitutional Court in 2013.17

AllPay, a subsidiary of ABSA, took SAS-
SA to court over a last-minute change to the 
tender specifications. The original request for 
proposals had indicated that it was “prefer-
ential” to have biometric verification capa-
bilities. Just days before proposals were due, 
SASSA changed the word “preferential” to 
“mandatory”, ensuring that there was effec-
tively only one company that could be award-
ed the contract: CPS.18 While both AllPay 
and CPS had the capacity to verify recipient 
biometrics during enrolment, SASSA now 
specified that they wanted a service provid-
er to be able to do biometric “proof of life” 

checks every month. CPS claimed to have the 
capacity to verify grantees via fingerprint or 
voice biometrics each month, though the lat-
ter never worked and was stopped. The Con-
stitutional Court ruled that this last-minute 

BIOMETRICS
Biometrics refers to the physiological 
and behavioural characteristics of 
individuals, including fingerprints; 
voice, face, retina, and iris patterns; 
hand geometry, gait, and DNA profile. 
A biometric system uses biometric 
technologies to capture and store 
characteristics in a database in order 
to identify individuals. Information in 
this database is cross-referenced to 
verify or authenticate an individual’s 
identity in a range of contexts, such as 
when accessing government services, 
crossing borders, voting, accessing bank 
accounts, and accessing health services.

KEY TERM
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change reduced the number of viable bids to 
one and precluded a proper comparison of 
costs.19 

Despite these contractual irregularities, 
the Constitutional Court decided to allow 
CPS to continue acting in terms of the con-
tract to ensure grant recipients were paid. 
Years later, in 2017, the Constitutional Court 
ordered that CPS pay back the profits it made 
in terms of the unlawful contract. SASSA says 
this amounts to over R500 million. Despite 
the order, CPS has continued to fight against 
repayment. In April 2021, the Court again 
ordered CPS to completely open its records 
to an independent auditor to determine the 
profits it must pay back.20

KEYS TO YOUR DATA AND 
YOUR BANK ACCOUNT: THE 
NET1 PROPRIETARY BANKING 
SYSTEM
Once contracted, CPS had considerable au-
tonomy to design and implement its grant 
payment system under the guidance of SAS-
SA. Neither the National Treasury nor the 
Reserve Bank was consulted on the specifica-
tions for this new payment system. In 2017, 
Minister of Finance Pravin Gordhan stressed 
that the role of the National Treasury is not 
to intervene in the various government de-
partments but to offer advice upon request.21 
Without such a request, the design proceed-
ed under the authority of the Department 
of Social Development (DSD) and SASSA, 
which arguably did not have the technical 
capacity to oversee the development of finan-
cial infrastructure. 

As a result, CPS was able to build a system 
for grant recipients, separate from the Na-
tional Payment System (NPS), which is the 
South African banking standard. Governed 
by the Reserve Bank, the NPS is the clear-
inghouse for all payments and settlements 
between banks. Net1 created a parallel bank-
ing system, which could be linked to the NPS 
but was not directly part of the NPS, giving 
it significant control over the bank accounts 
of grant recipients beyond official oversight.22 

Since CPS did not have a banking licence 
of its own, it needed a banking partner. It 
did not partner with one of South Africa’s 

big commercial banks, but it chose instead 
to work with Grindrod Limited, a shipping 
company with a bank for high-income cli-
ents owned by Johan Rupert’s Remgro group. 
Since Grindrod’s bank had a very small clien-
tele, Net1 had to design its information tech-
nology system to quickly roll out accounts for 
10 million new customers. CPS consultants 
opened Grindrod bank accounts for every 
social grant recipient during enrolment. This 
happened automatically and non-competi-
tively, without grantees being able to choose 
their own bank. Only later could grantees opt 
out and request to be paid through anoth-
er bank account by filing a declaration with 
SASSA. Most did not know this was possi-
ble, and less than one per cent ever filed the 
declaration.23 Grindrod, in partnership with 
Net1, held the monopoly over the banking 
of social grantees. Through this privileged 
position, Grindrod grew to become the sec-
ond largest bank in South Africa by number 
of accounts, and its profits tripled in the first 
year.24

Though Grindrod served as the bank 
of choice for grantees, the more covert and 
intrusive actions took place through the 
CPS-issued grant recipient Smart Cards. 
The CEO of Net1, Serge Belamant, initially 
developed the Smart Card-based Univer-
sal Electronic Payment System (UEPS) for 
Nedbank in the 1990s.25 The advantage of a 
Smart Card-based payment system is that it 
can operate offline in rural and remote ar-
eas.26 Smart Cards are very small computers 
with operating software, data processing, 
and memory. Information about all trans-
actions can be stored on Smart Cards and 
Smart Card readers offline. When a grant 
recipient slots their Smart Card into a card 
reader, both make an encrypted record of 
the transaction offline, which is linked with 
previous and future transactions (in a block-
chain system). When either the Smart Card 
or the card reader interacts with an online 
environment, the entire transaction record 
is uploaded, reconciled, and recorded. This 
is far more information than is stored on a 
“normal” commercial bank card.27

Every subsidiary in the Net1 group used 
the same card readers. When grant recipients 
put their Smart Cards into these card readers 
and placed their thumbs on biometric scan-
ners, their entire financial history was sud-
denly accessible. Their thumbprints served 
as digital consent to share their personal and 
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financial information with Net1 subsidiaries, 
though this was rarely explained to grantees. 
An insurance company like Smartlife or a 
microlender like Moneyline could see exactly 
how much money grant recipients had enter-
ing and leaving their accounts every month. 
This information essentially served as a very 
good credit check for all the Net1 subsid-
iaries. Moneyline could get a near complete 
picture of the spending habits and liabilities 
of their customers and make lending deci-
sions on this basis. The corporate intimacy 
gave Net1’s subsidiaries a sizable compet-
itive advantage, as they did not need to ask 
a borrower for their bank statements, proof 
of address, income, or identification. All that 
was already contained on the Smart Card and 
available in the Net1 computer system.

Because of its contract with SASSA, Net1 
had vehicles, staff, mobile infrastructure, and 
knowledge of where the millions of grant 
recipients lived. Since grants were only paid 
in the first week of the month, Net1 officials 
could subsequently return to the very same 
places to sell financial products. Thus, grant-
ees often thought that Net1 staff and SASSA 
staff were the one and the same, as the very 
same people who paid their grants in the be-
ginning of the month returned to sell prod-

ucts later in the month.28 In urban areas, Net1 
set up permanent offices, and grantees could 
come to them. In rural areas, Net1 officials 
drove around selling products from their 
car boots. This aggressive marketing landed 
many grantees in cycles of debt that depleted 
the value of their social entitlements. Many 
people could no longer afford to cover their 
immediate needs on a reduced grant and had 
to seek additional debt to cover household 
shortages. While borrowing money would 
resolve a crisis in the present, it would exac-
erbate longer-term crises in the future.29

“You see, with this 
deductions story, 
first they steal our 
money, and then we 
are forced to beg 
them for a loan”.30 

~ Grant recipient
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THE HARMFUL EFFECTS OF 
FINANCIAL PRODUCT SALES
CPS’s sister companies, like Moneyline, did 
not market their loans to low-income con-
sumers in general but to social grant recip-
ients specifically. Investigative journalist 
Craig McKune, of amaBhungane, demon-
strated how Net1’s financial statements were 
very explicit about how it targeted grant re-
cipients. In fact, Net1 had two microlending 
businesses: one that was accessible to anyone 
and another that was only for grantees (Mon-
eyline). The former business was unprofitable 
because of the high default rate on loans, but 
the latter was very profitable because grant 
recipients were prevented from defaulting on 
loans. As Net1 put it, “[W]e consider [social 
grant-based] lending [to be] less risky than 
traditional microfinance loans because the 
grants are distributed to these lenders by us”.31

Social grantees could not default because 
Net1 had monopoly control over the entire 
grant payment process and would deduct 
what was due before paying the grant. How 
did this work? At the time, the National Trea-
sury would transfer a lump sum for grant 
payments into a DSD account held at the Re-
serve Bank. Then, DSD would transfer this 
money into nine provincial SASSA accounts, 
also held at the Reserve Bank. SASSA would 
transfer this money to nine CPS accounts at 
Nedbank, and then CPS would transfer it to 
nine accounts at the Grindrod bank. All this 
took place about a week before grant pay-
ments were due to recipients, earning Net1 
about R12.6 million in interest per month.32 
CPS then paid this money into grantee bank 
accounts; but, in doing so, it could reconcile 
all debits on grantee accounts at the same 
time.33 CPS ensured that these debits were 
paid early and automatically before grantees 
received their money. CPS has always denied 
that there was anything wrong with this, ar-
guing that it was simply applying an early 
debit order, like most banks do. However, 
that does not take into account that CPS was 
in charge of both the payment of the grant 
and the deduction, and it was not at arm’s 
length from participants in the transaction. 
This dispute has never been settled by a court. 

Net1 thus bore none of the risk of a typical 
microfinance business when lending to grant 
recipients. Through their control over grant 
payments, Net1’s own website confirmed that 

it could “apply an automatic debit against any 
incoming funds to the card in respect of the 
premium amount”.34 As soon as grantees 
scanned their thumbs, all debits were im-
mediately deducted from the total sum and 
only the remains were distributed. Recipients 
were unable to choose to have these deduc-
tions occur later in the month, on a day of 
their choosing. There was also no protective 
threshold under which money could not 
be deducted from grantee accounts. Any of 
these possibilities, though empowering to the 
grantee, would have introduced more risk for 
the lender. The result was that cash transfers 
could be whittled away to nothing, even less 
than nothing, as grantee accounts could run 
negative balances from Net1-affiliated prod-
ucts.

Since the government guaranteed grants 
and Net1 controlled the distribution process, 
there was virtually no risk that these debts 
would go unpaid. Because Net1 could access 
personal data, through grantees’ biometric 
consent, it knew when they would receive 
their money and when their grants might 
cease. It knew what day temporary disabil-
ity grants would expire and when children 
would age out at 18. It knew if the grantee 
had taken other loans or had other debits 
coming off their accounts. 

Of its “traditional” moneylending busi-
ness, Net1 reported: “Despite the fact that we 
attempt to reduce credit risk by employing 
credit profiling techniques, the rate of default 
on loans has been high due to the high credit 
risk of these borrowers”.35 No such difficulty 
collecting payments was experienced with 
Moneyline. One Net1 insider revealed that 
Moneyline’s default rate was close to zero, 
bragging that it was “the lowest in the entire 
microfinance industry”.36 

Given the vastly reduced risk of default, 
credit linked to social grants should not have 
been priced at the same rate as other “unse-
cured” credit. And yet, even though the risk 
of non-payment was nearly zero, interest 
rates on social grant-based credit were signif-
icant. Net1’s Belamant often asserted that his 
products were the cheapest available: “To me, 
we’ve been able to reduce costs and without 
a shadow of a doubt, our loans are probably 
1/3rd [sic] of the price of any other lender in 
the country, 1/3rd  [sic] of the cost”.37 There 
was some truth here. Moneyline’s official in-
terest rates were zero per cent per month, but 
the costs of credit were hidden in service fees 



D I G I TA L  P R O F I T E E R S  –  2 7

of 5.33 per cent per month (on a six-month 
loan of R1,000). This was within the law and 
the limits set by the National Credit Regula-
tor,38 but it amounted to an effective interest 
rate (service fees plus interest) of 32 per cent 
on such a loan. 

Moneyline was not the only lender bene-
fiting from CPS’s grant distribution system. 
All other lenders could access grantee ac-
counts in a similar way, and many made the 
Net1 bank account a precondition of lending 
to grant recipients.39 Net1’s payment sys-
tem included a perverse incentive that led 
to over-indebtedness for many borrowers: 
lenders could give grantees more loans than 
could be repaid each month through their 
grant incomes. Even though these lenders 
had their charges reversed in some months, 
the loan period could automatically be ex-
tended and eventually be paid off through 
the regularity of the grant. Meanwhile, for 
every processed payment or bounced trans-
action, Net1 and Grindrod took a fee from 
the recipient, profiting from reckless lending 
without screening for abuses. Net1’s banking 
system lowered the risk for all formal (and 
even some informal) lenders.

WITH THE WRITING ON 
THE WALL: NET1 PIVOTS TO 
EASYPAY
By the time political sentiment turned against 
Net1, it had created another product exclu-
sively geared toward grantees: the EasyPay 
account, also hosted by the Grindrod bank. 
Net1 got spooked that its profitability might 
be curtailed when the then Minister of Social 
Development, Bathabile Dlamini, attempted 
to amend the Social Assistance Act to stop 
debit orders on the CPS/Grindrod bank ac-
count. Net1 also wanted to ensure that it had 
continued access to grantees’ bank accounts 
when its government contract ended. This 
second account, the EasyPay account, gave 
Net1 more control over grantee banking be-
yond SASSA’s purview. 

Net1 aggressively marketed EasyPay to 
grant recipients. Black Sash paralegals found 
that some people were told that the EasyPay 
card was the “new SASSA card”; others were 
told that credit was “not allowed on the old 
SASSA card”; and still others that EasyPay is 

the cheapest, safest bank account “for life”.40 
Over two million grantees opened EasyPay 
accounts without filing the necessary decla-
ration with SASSA to have their grant paid 
into a new bank account. Through the CPS 
contract, grantees could “consent” to new 
product offerings with their fingerprints. 
Upon giving “consent”, they were moved out 
of the CPS banking environment, which had 
some oversight by SASSA, into a private ar-
rangement with EasyPay. 

Grantees had even greater difficulty find-
ing recourse in the EasyPay system. With the 
original CPS account, beneficiaries could go 
to SASSA and fill out a form to dispute their 
deductions. After this recourse system was 
introduced, SASSA received about 70,000 
complaints in the first three months but had 
to forward them to CPS for investigation. 
CPS settled over 60,000 claims without re-
imbursement and less than 10,000 people got 
any money back.41 This recourse system was 
highly individualised, and the burden to fight 
for payback was placed on grant recipients 
themselves. 

With the EasyPay account, recourse be-
came even more difficult because grantees 
were not allowed to go to SASSA for assis-
tance. They had to visit one of only 144 Net1 
branches in the country or use the call cen-
tre. At the time, the call centre was not free 
for grantees, who reported long wait times, 
expensive phone calls, and consultants who 
could not speak their home languages.42 If 
grantees requested a bank statement over the 
phone, they would need access to an email 
address, computer, and printer. This infra-
structure relied on digital access, which was 
in many instances not accessible to grant re-
cipients.

In sum, the Net1 and CPS plan was a rel-
atively simple and straightforward process of 
profiteering by attaching financial products 
to welfare payments. It relied upon Net1’s 
ability to collect and store grantee infor-
mation in a proprietary format and achieve 
consent with the touch of a finger. It also re-
lied upon Net1’s ability to control the entire 
payment stream from the Reserve Bank into 
grantee accounts and deduct repayments au-
tomatically. Moreover, it relied on significant 
regulatory gaps and a lack of oversight. But 
if this was version 1.0 of the digitalization of 
welfare, what is version 2.0?



“If their services to you as end-user are 
free, where are they making their money? 
So, what are you giving them? You’re 
giving them information [data] … they 
found innovative ways to monetise this 
data. And sell these packages to business 
… we have to understand to use these 
free services there has to be monetisation 
somewhere in the chain”. 

~ Nerushka Bowan
Director and Head of Technology, Norton 
Rose Fulbright South Africa 

1
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3
GOVCHAT: THE 

DIGITALISATION 
OF SOCIAL 
WELFARE 

VERSION 2.0

Net1’s usurious profiteering from social 
grant distribution was likely a precursor to 
future, more sophisticated forms of digital 
extraction: the digitalisation of welfare 2.0. 
What this profiteering will look like largely 
depends on the systems that the South Afri-
can Social Security Agency introduces, and 
how these are monitored and regulated. 
The Covid-19 pandemic created renewed 
urgency for the digitalisation process while 
creating an opportunity for diminished 
oversight of the contracting process. After 
the South African government made mon-
ey available to pay for a special Covid-19 
Social Relief of Distress grant, SASSA had 
to scramble to design and implement a dis-
bursement system in quick time. 1

Enter GovChat – a small private technol-
ogy company that promises “technology for 
good”.2 GovChat offered to build a new ap-
plication platform for SASSA for free, and in 
doing so, it has become one of SASSA’s most 
important partners in the latter’s mission to 
digitalise the provision of social grants. Gov-
Chat has dedicated significant resources to 
this digitalisation process and has already 
been chosen by SASSA to trial digital appli-
cations for other types of grants.

As this chapter shows, the ways in which 
GovChat will benefit from these contracts 
is still emerging. Our investigation has not 
uncovered unlawful conduct akin to that of 
Net1 and Cash Paymaster Services. None-
theless, our investigation has revealed sever-
al red flags that we believe necessitate much 
closer scrutiny of GovChat’s relationship with 
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SASSA. First, GovChat secured its contract 
without any competitive bidding process. 
Second, and perhaps most important, Gov-
Chat’s claim that it is providing its services 
for free needs scrutiny. GovChat’s financial 
backers are not philanthropists but shrewd 
fintech businesspeople, who have unambigu-
ously stated their intention to monetise Gov-
Chat’s model to secure returns for sharehold-
ers. This demands the question: what’s in it 
for GovChat and its investors?

COVID-19 – AN ECONOMIC 
CRISIS AND A DIGITAL 
RESPONSE
On 22 April 2020, President Cyril Ramapho-
sa’s government announced a social relief 
and economic support package of R500 bil-
lion, consisting of various interventions to 
mitigate the harms caused by the Covid-19 
pandemic.3 An important part of the package 
was a temporary six-month increase, total-
ling around R30 billion, in all existing grant 
payments.4 Additionally, a special Covid-19 
Social Relief of Distress grant was introduced 
for an initial period of six months, with R350 
to be paid to individuals aged 18–59 who 
were unemployed and did not receive any 
other form of social grant or Unemployment 
Insurance Fund (UIF) payment. A total of 
R15.6 billion had gone to recipients of the 
Covid-19 SRD grant by July 2021.5 

The relief provided by the Covid-19 SRD 
grant, though limited, took on even great-
er import in the context of failures of other 
parts of the relief package. Due to poor im-
plementation and various barriers to access, 
less than half of the promised R500 billion 
had been spent by July 2021. This was in 
large part due to inadequate spending on a 
job creation programme and low take-up of 
the credit guarantee scheme.6

The April 2020 announcement of the 
Covid-19 SRD grant signalled an urgent need 
for safe application and distribution process-
es amidst the pandemic. The responsibility 
fell to the Department of Social Develop-
ment and SASSA. On 29 April 2020, Minis-
ter of Social Development Lindiwe Zulu an-
nounced that because the SRD grant targeted 
individuals who were not on existing SASSA 
or other government grant databases, a new 
system was required.

While the subsequent transition to elec-
tronic application processes was partly aimed 
at addressing Covid-19 safety regulations, 
the pandemic was not the trigger for the 
change from paper and in-person processes. 
The transition followed an existing trend to-
ward digitalisation of service delivery infra-
structure across all sectors, albeit with var-
ied degrees of success, by the South African 
government. This meant that filling in paper 
applications, standing in lines, or having to 
provide physical copies of documents would 
no longer be necessary to access govern-
ment services. Instead, required information 
would be provided and processed primarily 
online and in digital formats.7

However, designing and managing such 
digital processes comes at a cost. Digitalisa-
tion requires the creation and maintenance 
of physical infrastructure like that for elec-
tricity and efficient Internet access. It also 
requires substantial legal and policy pro-
cesses to protect people’s privacy and ensure 
that government officials have the necessary 
mandates. Further costs include those related 
to human resource capacity to build the tech-
nologies and then to maintain the digital in-
frastructure over the long term. Many state-
led e-government initiatives have not met 
their goals due to government institutions 
lacking sufficient resources, both in terms of 
time and in terms of money, to facilitate dig-
italisation processes.8 

In fact, those with the capacity to execute 
such projects have mostly been in the private 
sector, and they have benefited from state 
contracts. The Presidential Commission on 
the Fourth Industrial Revolution has indicat-
ed the government’s desire to leverage exper-
tise and private investment towards building 
the infrastructure that can support digital-
isation for South Africa’s Fourth Industri-
al Revolution.9 This reliance on the private 
sector has serious consequences because it 
usually entails a shift in how money is spent 
and managed. Digitalisation tends to move 
away from capacitating the government itself 
to provide services and towards outsourcing 
state services to a single or small number of 
technology companies. 

The state’s reliance on the private sector 
was evident in SASSA’s approach to set up a 
digital application process for the Covid-19 
SRD grant. By 29 April 2020, a trial system 
was set up for the grant application process 
to assess the best way of facilitating online 
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applications. Applicants could either send 
a WhatsApp message to GovChat on 0600 
123 456 and select SASSA or send an e-mail 
to  SRD@sassa.gov.za.10  The 0600 WhatsApp 
number was the same as the number used for 
the Department of Health WhatsApp line. It 
was only used during the trial run and was 
later changed to a dedicated number for the 
grant applications.11 

 On 11 May 2020, at the launch of the 
WhatsApp line for Covid-19 SRD grant ap-
plications, Minister Zulu thanked private 

and civil society partners in a speech, which 
also made special mention of the role of 
GovChat.12 It was announced that applica-
tions for the SRD grant could be made via 
various digital platforms: a website run by 
Prosense, a USSD platform run by Voda-
com, and the WhatsApp platform run by 
GovChat.13 Twelve million people – 20 per 
cent of South Africans – applied for the grant 
in the first few months, and of them, seven 
million successfully qualified for it. Eighty 
per cent of the grant applications were made 
through the USSD platform, and yet Gov-
Chat’s WhatsApp platform garnered most 
of the media attention, seemingly finding fa-
vour with SASSA and DSD officials.14 As we 
discuss below, this focus on GovChat can be 
explained in part by the tendency of SASSA 
officials, as well as Minister Zulu, to focus on 
GovChat at public events. However, it also 
reflects an apparent media bias towards new 
technology platforms without asking critical 
questions. 

The Covid-19 SRD grant had a limited 
12-month lifespan and was ended in April 
2021. However, in July 2021, under signif-
icant pressure from civil society and in the 
midst of a third wave of the Covid-19 pan-
demic, President Ramaphosa announced the 
reinstatement of the SRD grant. In August, 
new applications started to be accepted. All 
the application platforms had to be upgraded 
for this reinstatement, and all grantees had 
to re-register. One of the primary reasons 
for this re-registration was to gather people’s 
bank account details during the application 
process. Given that the South African Post 
Office had struggled to pay recipients quick-
ly and efficiently in 2020, SASSA set out to 
ensure prompt payment directly into bank 
accounts and thereby decrease its reliance on 
the services of the Post Office. 

However, another reason for the re-reg-
istration process was to force all applicants 
to submit to external verification of their in-
come. All applicants were once again vetted 
against SASSA’s legacy database (SOCPEN), 
the Personnel and Salary System (PERSAL), 
the Unemployment Insurance Fund, and 
the National Student Financial Aid Scheme 
(NSFAS) to ensure that they were not already 
receiving an income. This was a punitive pro-
cess leading to a high rate of rejections, in-
cluding errors that saw many people who did 
in fact meet the qualifying criteria get reject-
ed. We return to this issue in the next chapter.
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The initial re-application rush crashed 
SASSA’s website in August 2021. In an inter-
view with MoneyWeb, SASSA’s spokesperson 
told applicants to use the GovChat service 
instead, steering them towards the service 
while failing to mention the USSD platform 
at all.15 At the time, SASSA was still negotiat-
ing with Vodacom for the latter to redesign 
the USSD platform to ask for banking details 
in the initial application process, delaying the 
platform’s readiness for the surge in new ap-
plications. This delay was particularly worry-
ing as the USSD platform was the cheapest 
and most accessible service in the first round 
of the Covid-19 SRD grant.

GOVCHAT’S GENEROUS OFFER
A point to which both SASSA and GovChat 
often return is that GovChat offered its ser-
vices to SASSA for free in a time of need. As 
mentioned earlier, this seemingly generous 
offer has placed GovChat in an ideal position 
to benefit from future contracts linked to the 
distribution of social assistance. However, it 
is apparent that GovChat has been granted 
a significant advantage without the normal 
legal requirement of a competitive procure-
ment process, and the public scrutiny that 
such a process provides.

In September 2020, Open Secrets submit-
ted a Promotion of Access to Information 
Act (PAIA) request to SASSA for informa-
tion about how the contract came about, the 
details of the contract, and minutes of meet-
ings between GovChat and SASSA. SASSA, 
with the agreement of GovChat as the third 
party, released all the requested records in 
November 2020. 

The documents reveal that instead of fol-
lowing a formal procurement process, SAS-
SA’s Chief Information Officer, Abraham 
Mahlangu, phoned GovChat’s CEO, Eldrid 
Jordaan, on 4 May 2020, to ask if GovChat 
could assist them in the roll-out of the 
Covid-19 SRD grant.16 Jordaan enthusias-
tically agreed and confirmed in a letter that 
same day that GovChat would provide the 
WhatsApp service to SASSA at no cost.17 Two 
days later, on 6 May, SASSA CEO Busisiwe 
Memela approved the agreement.18 Five days 
later, on 11 May, the WhatsApp application 
service was launched. The developers, Syn-
thesis Software Technologies, took but two 
days to create the entire platform. The conse-

quences of this haste were revealed when the 
platform crashed during a live demonstra-
tion for Minister Zulu on 14 May.19

SASSA chose to turn to GovChat because 
its own capacity to facilitate the increasing 
numbers of applications for the Covid-19 
SRD grant was limited.20 What seemed to 
have swayed officials is that GovChat had 
previously created a successful online ap-
plication process for a pilot project setting 
up the Department of Health’s Covid-19 
WhatsApp line. Given that SASSA sought a 
similar solution for the Covid-19 SRD grant, 
GovChat was well placed to provide the ser-
vice.21 GovChat’s role was to facilitate the on-
boarding of the SRD application process onto 
the WhatsApp platform.22 

4 May 2020
SASSA’s Chief Information Officer, 
Abraham Mahlangu, asks GovChat’s 
CEO, Eldrid Jordaan, if GovChat 
could assist them in the roll-out of 
the Covid-19 SRD grant. 

4 May 2020
Jordaan agrees and confirms in a 
letter that same day that GovChat 
would provide the WhatsApp 
service to SASSA at no cost.

6 May 2020 
SASSA CEO Busisiwe Memela 
approves the agreement.

11 May 2020
The WhatsApp application service 
is launched. 

14 May 2020
The platform crashes during a live 
demonstration for Minister Lindiwe 
Zulu.
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However, GovChat was not the first tech-
nology company to be involved in meeting 
SASSA’s need to onboard beneficiaries onto 
the WhatsApp platform. For the trial of the 
WhatsApp application process, SASSA used 
another South African technology firm, 
Praekelt,23 a company owned by Gustav Prae-
kelt24 and one of only four official WhatsApp 
business service providers (BSPs) in South 
Africa.25 WhatsApp defines a BSP as an ap-
proved third party that assists businesses and 
other clients to communicate with people 
on WhatsApp, including by reading, storing, 
and responding to messages on behalf of the 
business.26 According to GovChat’s Jordaan, 
SASSA and Praekelt’s partnership fell 
through just before the trial was finalised.27 
In a SASSA memo, Mahlangu indicated that 
they also considered securing SASSA’s own 
WhatsApp line directly through Google and 
Facebook, but they assumed it would require 
a long approval process.28 With Praekelt and 
an in-house SASSA WhatsApp line no longer 
viable options, Mahlangu proceeded to call 
Jordaan, and GovChat agreed to facilitate the 
service seven days before the Covid-19 SRD 
grant application would go public.29 

It remains to be seen whether future con-
tracts between SASSA and GovChat will 
come with a price tag or if GovChat will con-
tinue to provide its services free of charge. 
Regardless, this initial relationship has 
placed GovChat in a prime position to ben-
efit from SASSA’s future digitalisation drive. 
GovChat’s affiliations with private financial 
firms and increasing number of contracts 
with state entities mean that its platform is 
widening its reach as an intermediary be-
tween these groups. The way it facilitates 
technological and commercial interactions 
between these stakeholders is deepening the 
uncertainty as well. Perhaps this was always 
the intention? To overcome this opaqueness 
and understand how GovChat can provide 
its services to SASSA at no cost, or how the 
true costs are hidden, we must begin by (re-)
viewing the initial business model GovChat 
envisioned and the investors who sought to 
finance it.

GOVCHAT’S INITIAL VISION 

GovChat is best known for the platform tech-
nology it produces, which shares the compa-
ny’s name. GovChat – the platform – is the 
“official South African citizen government 

engagement platform” that facilitates citizen 
engagement with local government struc-
tures. The platform was co-created by Gov-
Chat and the Department of Cooperative 
Governance and Traditional Affairs (COG-
TA), the department in charge of managing 
service delivery and local governance struc-
tures.30 People can use the platform to get the 
contact details of their ward councillor, sub-
mit a complaint about service disruption and 
potholes, and rate their experience of govern-
ment services at places like police stations. 
This partnership with COGTA increased 
the GovChat platform’s status and visibility, 
positioning it centrally within South Africa’s 
digitalisation processes.

Since the Covid-19 pandemic began, Gov-
Chat has announced remarkable growth in 
users on its platform, reaching over 7 million 
active users by August 2020, who have sent 
hundreds of millions of messages.31 In addi-
tion to partnerships with COGTA and SAS-
SA, GovChat also announced a partnership 
with the Department of Health and BCX/
Telkom to launch a digital platform for in-
formation on COVID testing and symptom 
tracking.32 GovChat further partnered with 
ABSA Group and the Department of Social 
Development in a hygiene education and 
public awareness campaign.33 

Jordaan began developing the idea for 
communication technology to connect us-
ers with local government representatives 
between January 2013 and December 2015.34 
During this time, he worked concurrently as 
an advisory Board member of technology 
firm Mxit and as a special advisor to the then 
Minister of Public Enterprises, Lynne Brown 
(who has been implicated by numerous wit-
nesses at the Zondo Commission in conduct 
alleged to have enabled state capture at the 
time). 

Shortly after his stint with Brown, Jordaan 
founded GovChat, the company that would 
go on to create the eponymous GovChat plat-
form.35 Jordaan has said that as a result of his 
experience working for Brown, “state-owned 
enterprises is what I really know”;36 and that 
his dual experience at Mxit and in the state 
nurtured the idea of a platform to link citi-
zens with government.37

Jordaan’s political connections in South 
Africa and the rest of the continent appear 
to be significant, giving him access to senior 
decision-makers. He has often appeared at 
events alongside senior government officials, 
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including Minister of Public Service and 
Administration Ayanda Dlodlo at the Open 
Government Partnership Summit in Tbili-
si, Georgia, in July 2018.38 At that summit, 
Jordaan’s speaker profile indicated that he 
was at the time serving as “digital communi-
cations advisor to various African [g]overn-
ments” – though the governments were not 
specified.39 Two months earlier, in May 2018, 
Jordaan and representatives of the South Af-
rican government travelled to the African 
Union’s Transform Africa Summit in Kigali, 
Rwanda, to speak about the GovChat plat-
form and “unveil GovChat Africa to govern-
ments across all member states”.40 41 42 43

According to the GovChat website, for 
three years, Jordaan self-funded a prototype 
of the GovChat project and an awareness 
campaign directed towards the South Afri-
can government.46 However, in March 2017, 
Jordaan realised that he needed a skilled 
technology partner to make the platform 
a reality, and he was looking to sell. He ap-
proached several technology companies with 
a request for tender that laid out a plan to set 
up a holding company in Mauritius to take 
up a 74 per cent stake in GovChat. As re-
ported in the Mail & Guardian, the intention 
was for the holding company to be sold to a 
multinational partner “with existing technol-
ogy readily available”.47 According to media 
reports, the likely buyer would be a foreign 
company, but Jordaan claimed that several 
South African technology companies had al-
ready expressed their intention to bid.48 

Though this planned sale did not come to 
fruition in 2017, the tender process and doc-
uments provide some insight into the ways 
GovChat envisioned making its services 
profitable and the importance of its data col-
lection capacity to its envisaged profitability. 
While the tender documents indicated that 
the company could not guarantee “com-
mercial value”,49 they suggested that revenue 
could be drawn from “the commercial value 
of relevant data analytics”.50

The tender documents further reveal a 
brazen commitment to violations of people’s 
privacy in the interests of securitization. In 
the request for tender, Jordaan indicated that 
the data GovChat gathered was expected to 
be used for image recognition, citizen en-
gagement, data mining, and identification 
of protest patterns, which could be used 
by South Africa’s state security apparatus.51 

PLATFORMS
A platform is a digital service that 
facilitates interactions between two or 
more distinct but interdependent sets 
of users (whether firms or individuals) 
who interact through the service via 
the Internet and digital technology 
systems. It can be best understood as 
an intermediary between users that 
extracts value from their activities on the 
basis of the data generated. Facebook 
and Google are quintessential examples 
of platforms.

GOVCHAT EXPANDS 
ACROSS THE AFRICAN 
CONTINENT
In 2019, GovChat expressed keen 
interest and plans to expand beyond 
South Africa into other African countries, 
including the Democratic Republic of the 
Congo (DRC), Gambia, Ghana, Nigeria, 
and Zimbabwe, and beyond Africa into 
some parts of Southeast Asia.41 To date, 
GovChat has already launched GovChat 
Ghana.42 This deal was struck at the 
Tbilisi summit, to which GovChat CEO 
Eldrid Jordaan travelled with Minister 
Ayanda Dlodlo. In September 2020, 
Jordaan confirmed that in addition to 
Ghana, GovChat had signed agreements 
with the governments of the DRC, 
Nigeria, and Zimbabwe. He added that 
extending into other African markets 
was GovChat’s next big priority.43

KEY TERM

Speaking with Open Secrets investiga-
tors, 42-year-old Jordaan said that the goal 
of GovChat could be summed up by the idea 
that “GovChat enables democracy between 
the ballot boxes”.44 Jordaan is clearly passion-
ate about the potential of the GovChat plat-
form to simultaneously allow local govern-
ment to be held accountable and to improve 
service delivery.45 Importantly, GovChat is 
not a standalone application but a platform 
that can be accessed through numerous ex-
isting platforms, such as USSD, Facebook, 
Telegram, and WhatsApp – making it easily 
accessible to many South Africans through 
tools they already use. 
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Jordaan confirmed that the platform would 
automatically store the geolocation data from 
all users during their sessions.52 

Jordaan was not able to continue the proj-
ect without significant external investment 
that would develop the technical capacity of 
GovChat and allow him to draw an income. 
By early 2018, a little over two years after the 
company was formally registered, and less 
than a year after the request for tender, he 
had run out of money and was in financial 
distress.53 This put GovChat’s agreement with 
the South African government to become the 
official citizen engagement platform, signed 
already in January 2018, at risk.54 

CAPITAL APPRECIATION – AN ANGEL INVESTOR 
TO THE RESCUE

Despite the apparent funding shortfall, Gov-
Chat soon received financial lifelines in the 
form of investments from private actors in 
the financial services and fintech sectors. The 
first funding came from an “angel investor” 
– who Jordaan says he did not know at all – 
that found him on LinkedIn and provided 
the necessary funds to “finish the project”.55 
The mystery investor was Dewald Dempers.56 
In a video address published in January 2020 
at the launch of GovChat’s new headquarters 
next to Parliament in Cape Town,57 Jordaan 
said that Dempers had been “watching [him] 
on social media” and approached him with 
an offer of R10 million to “turn [his] concept 
into something tangible”.58 Dempers’ invest-
ment was crucial in the rejuvenation of Gov-
Chat in late 2018.

Dempers worked as a senior executive in 
the financial services and healthcare sectors, 
and also worked closely with subsequent 
GovChat investors. From 2012 to 2015,59 he 
served as the CEO of AfroCentric Investment 
Corporation Limited, an “investment hold-
ing company providing services and products 
to the healthcare sector”.60 Michael “Motty” 
Sacks (more on him later) was a co-founder 
of AfroCentric and a non-executive director 
while Dempers was CEO.61 Until 2018, Dem-
pers was also a director at African Rainbow 
Capital (ARC) Health, an investment com-
pany created to “reform and restructure SA’s 
[South Africa’s] private healthcare sector” by 
ARC, a financial services company chaired 
by one of South Africa’s richest people, bil-
lionaire Patrice Motsepe.62 ARC was also an 
early anchor shareholder of Capital Appreci-

ation, a JSE-listed fintech group, and invest-
ed R50 million in the private placement of 
shares when CAPPREC listed in 2015.63 

Given these corporate intimacies, CAP-
PREC was the next party to invest in Gov-
Chat. In May 2019, GovChat signed an 
agreement with CAPPREC for R20 million 
in funding from CAPPREC’s Enterprise De-
velopment Fund in return for 35 per cent of 
GovChat.64 CAPPREC is a holding company 
that owns three firms – Dashpay, African 
Resonance, and Synthesis Software Technol-
ogies.65 All three focus on selling technologi-
cal solutions to financial and banking clients:

The CAPPREC Stable
All of CAPPREC’s subsidiaries sell 
technological solutions to financial 
and banking clients.

Synthesis provides technology 
for the financial services sector. 
It created GovChat’s technology 
platform for R6 million following 
CAPPREC’s investment. 66 

African Resonance primarily 
provides payment technology to 
blue-chip companies and counts 
the big four South African banks 
among its clients.67 

Dashpay also provides payment 
technology but targets smaller 
merchants and small, medium, and 
micro enterprises.68 

Having acquired the companies in May 2017, 
CAPPREC moved to the software and com-
puter services sector on the JSE a month later. 

Once GovChat and CAPPREC reached 
an agreement, Motty Sacks, the non-execu-
tive chairman of the CAPPREC Board, was 
also appointed as chairman of GovChat’s 
Board.69 Sacks further became a registered 
director of GovChat in 2019.70 Tandi Haslam 
– GovChat’s former chief financial officer – 
managed the process of raising capital from 
CAPPREC and was then also appointed as an 
executive director of GovChat.71 

1.

2.

3.



Capital Appreciation is a JSE-listed �ntech group. In its interim �nancial 
statements at the end of 2019, CAPPREC announced a R20 million investment in 
GovChat. It tellingly gave a nod to the markets that this investment had the 
prospect of being pro�table: “The relationship with GovChat presents a number 
of potential commercial opportunities which are consistent with the strategic 
objectives of Capital Appreciation”. Here are the individual executives and board 
members at CAPPREC that will direct how the company pursues these 
“commercial opportunities”:

CAPPREC'S BOARD OF HEAVY HITTERS�

BOARD OF DIRECTORS

Bukelwa Bulo has served on the board of 
CAPPREC since September 2015. She also 
serves on the Boards of other listed 
companies, including Netcare Ltd, Sephaku 
Holdings Ltd, and Value Group Ltd. 

Jacob Meyer Kahn was a co-founder, along 
with Michael Sacks, of Afrocentric 
Investment Corporation Limited, where he 
served as a director for many years. 

Charles Valkin is a long time senior lawyer 
at corporate law �rm Bowmans, previously 
known as Bowmans Gil�llan. 

Roshan Morar has held several high-pro�le 
positions, including as non-executive 
chairman of South African National Roads 
Agency SOC Ltd, Board director of the 
Ithala Development Finance Corporation, 
and the independent non-executive deputy 
chairman of the Public Investment 
Corporation. Morar is also a director at the 
Takatso consortium that was recently 
awarded a 51% stake in embattled South 
African Airways.

Victor M. Sekese is the CEO and partner at 
prominent audit �rm SizweNtsalubaGobodo 
Grant Thornton. He also serves on the 
Boards of Blue Chip Investments (Pty) Ltd, 
Fire�y Investments 87 (Pty) Ltd and 
Sizwentsaluba VSP Services (Pty) Ltd. 

Kuseni Dlamini is the former head of 
Anglo-American South Africa, a member of 
the executive committee of Anglo America 
plc in London, and a director of Anglo 
Platinum. He is also the non-executive 
chairman of Aspen PharmaCare Holdings 
Ltd and Massmart Holdings Ltd. 

Errol Kruger was previously the Registrar 
of Banks at the South African Reserve 
Bank, where he worked from 1978 to 2011. 
From 2009 to 2011, he represented South 
Africa as a full member of the Basel 
Committee on Banking Supervision. He 
currently serves as an independent 
non-executive on Nedbank’s Board.

Michael Shapiro serves as an executive 
director on the CAPPREC Board. He is also 
the Managing Director of Synthesis 
Software Technologies, a CAPPREC 
subsidiary, working there since 2003.

Rorisang “Roxy” Maqache is a graduate of 
the Gordon Institute of Business Science 
and is the CEO of Consulting Group, Desert 
Arabia. 

Michael “Motty” Sacks co-founded Network 
Healthcare Holdings (Netcare), and was 
founder and chairman of Aplitec (which 
later became Net1) at the time it bought 
Cash Paymaster Services in 1999. Sacks has 
served on numerous other company boards, 
including as independent non-executive 
director of Adcock Ingram Holdings and as 
non-executive director of ADvTECH. 

Michael Pimstein is the joint Chief 
Executive O�cer of CAPPREC. He is the 
former CEO of steel giant  Macsteel, 
a position he held from 1999 to 2013.

Alan Solomon is the Chief Financial O�cer  
of CAPPREC. He served as the CEO of 
Bidvest Bank, a subsidiary of the Bidvest 
Group Ltd, for eight years. 

Bradley Sacks is the joint CEO of 
CAPPREC. The son of Michael Sacks, he 
began his career as a lawyer at a corpo-
rate law �rm based in New York and was 
later a Managing Director at the  Bank of 
America.  He is also a partner at Centric 
Capital Ventures LLC, a private investment 
�rm based in New York.

EXECUTIVE LEADERSHIP
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CAPPREC secured a hugely favourable 
deal when investing in GovChat – a nominal 
R1 investment bought a 35 per cent equity 
stake in GovChat. In return, CAPPREC ex-
tended a R20 million line of credit to assist 
GovChat’s development. It appears that R1.5 
million of this was paid as a no-interest “en-
terprise development loan”, which is repay-
able by GovChat on demand.72 It is not clear 
from CAPPREC’s annual report whether the 
entire line of credit is on these terms. 

So what do these corporate arrangements 
tell us? Millions of rands were invested in 
GovChat to secure its success. As with any 
investment, there is the expectation of gen-
erating profit. Yet, with GovChat providing 
its digital services to SASSA and other state 
entities nominally free of charge, how exact-
ly will the company ensure that its investors, 
who saved it from financial ruin, remain con-
tent?

MONETISING DATA: NET1 AND 
CPS IN A DIFFERENT GUISE?
The answer is data. Data. Data. GovChat 
CEO Jordaan is adamant that while he un-
derstands the inherent risks of having access 
to people’s personal data, GovChat will nev-
er engage in unethical profiteering from that 
personal data.73 However, while he argues 
that monetisation is not his immediate prior-
ity,74 CAPPREC is promising its shareholders 
that it will monetise the GovChat business 
in the future. The question is as to how Gov-
Chat’s monetisation plan differs from Net1’s 
earlier attempts to profit from the data of 
social welfare recipients. The promise that 
GovChat will not do so unethically, based on 
the nobly worded intentions of its founder, 
may provide comfort. However, given the 
cut-throat corporate environment in South 
Africa, is this enough to warrant public trust?

Tellingly, when Minister Zulu announced 
the Covid-19 SRD grant would go live on 
11 May 2020, CAPPREC’s share price went 
up nearly 8 per cent. Hours later, CAPPREC 
announced that “shareholders would be 
pleased to learn that the company’s affiliate 
– GovChat – had announced a partnership 
with SASSA to support the digitalisation of 
the Covid19 [sic] social relief programme”.75 
At the time, financial commentator Khaya 
Sithole pointed out that not only was this the 

first significant jump in CAPPREC’s share 
price since it listed but also that there were 
individuals on CAPRREC’s Board who had 
a history with scandal-ridden Net1.76 These 
were former Net1 executives Motty Sacks 
and Hanoch Neishlos. A company having 
Board members associated with the Net1 de-
bacle should have set the alarm bells ringing 
for most reasonable people – particularly for 
the SASSA officials who appointed GovChat 
and knew the full background of Net1’s past 
profiteering from social grants.

Sacks was the founder and chairman of 
Aplitec (which later became Net1) at the 
time it bought CPS in 1999.77 Neishlos served 
on the CAPPREC Board alongside Sacks 
and was a significant shareholder until 2019 
when he was bought out.78 A fellow found-
er of Net1 alongside Sacks, Neishlos left his 
position as head of computer science at the 
University of the Witwatersrand (Wits) after 
allegations of conflicts of interest linked to a 
project between Wits, First National Bank, 
and Aplitec aimed at designing a smart card 
for money transfers.79 The allegations main-
tained that Neishlos owned R100 million in 
Net1 shares and was a director at the compa-
ny while working at Wits, and that Net1 in-
tended to benefit from the operating system 
that the project would produce.80

These links caused concern over GovChat’s 
subsequent partnership with SASSA with re-
gard to Covid-19 SRD grant distribution in 
May 2020.81 However, GovChat and SASSA 
quickly dismissed concerns over the histor-
ic connections to Net1 and CPS arguing that 
Sacks and Neishlos had left Net1 (in the early 
2000s), long before the Net1 and SASSA con-
tract scandal and long before the GovChat 
deal took place.82 At the time, Jordaan told 
journalists that neither Sacks nor Neishlos 
had anything to do with GovChat landing the 
SASSA deal and reiterated that GovChat was 
running on a not-for-profit basis.83

There is no proof that the GovChat con-
tract with SASSA was intended to clandes-
tinely usher Net1 back to the social grants 
table. 

Yet, as Sithole pointed out, “[F]or 
a company that has [people linked 
to] CPS and Net1, for them to enter 
into another transaction, with the 
same type of entity, it’s just ridicu-
lously clumsy”.84
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GOVCHAT AND CAPPREC TELL DIFFERENT 
STORIES

Even if the corporate players are different this 
time around, the pertinent question remains 
as to whether and how the new players will 
profit from access to the data of social grant 
recipients. The public statements of GovChat 
CEO Jordaan and CAPPREC are inconsistent 
on this question. Jordaan has always publicly 
stressed that the services to government are 
offered pro bono. He presented CAPPREC’s 
investment in GovChat as “grant funding” 
and also described GovChat’s investors as 
being “interested in government account-
ability”.85 In interviews with the media, he 
reiterated, 

[T]he return-on-investment [ROI] 
question is an important one, but 
our ROI is measured more around 
social impact. If you’re asking 
how... we pay our bills, we provide 
anonymised data to research and 
academic institutions so that they 
can better understand public sector 
challenges and successes.86

In another public interview, in late 2020, 
Jordaan confirmed that GovChat also sells 
data to the government. While he said that 
it provided some data to the government 
for free, to “see what is going on” at a local 
government level, he also mentioned two 
subscription packages: a premium package 
and a silver package. These packages promise 
to provide access to comparable data across 
municipalities as well as predictive datasets 
and data analytics.87 Jordaan said that it was 
through these subscriptions that GovChat 
intended to pay its bills in the future.88 

Curiously, Jordaan presented himself as a 
non-profit worker of sorts when interviewed 
by Open Secrets investigators in June 2021, 
stating that at present he “does not have a 
business model for GovChat” and claiming 
that having one is not his priority. Rather, 
his focus is on getting the GovChat platform 
working properly, and thus, he is grateful to-
wards the private sector for aiding him in this 
endeavour.89 He added that GovChat, at the 
time of the interview, had not received any 
money from the government for its digital-
isation services, while reiterating that his pri-
ority is not monetisation.90 

However, Jordaan did concede that the 
data collected by GovChat is indeed very 
valuable.91 In an apparent nod to the Net1 
scandal, he suggested that it could be used to 
sell financial products to “vulnerable people” 
but that he “wouldn’t allow this to happen”.92 
Jordaan claimed that all data gained through 
the SASSA contract would be owned by the 
government and that payment systems, such 
as that provided by CAPPREC subsidiary Af-
rican Resonance, would not benefit from the 

THE AUDITOR-GENERAL 
RAISES RED FLAGS TO 
SASSA ON DATA SECURITY
In November 2020, the office of the 
Auditor-General of South Africa (AGSA) 
released its second special report 
on the financial management of the 
government’s Covid-19 initiatives. With 
regard to the distribution of the Covid-19 
SRD grant, AGSA alerted SASSA that 
it was concerned about the access of 
developers from one service provider – 
presumably GovChat - to the Covid-19 
SRD grant database and the online 
system’s production environment. The 
report noted: “We found that developers 
had been granted excessive access 
on the SRD system that allowed them 
to perform operational functions and 
payment job scheduling. They also had 
unrestricted access to the SRD database, 
which may result in unauthorised 
changes to the system or unauthorised 
access to the system data”. 

While acknowledging that access was 
required to fulfil certain functions 
related to the system, the Auditor-
General was concerned that “this 
access was not monitored, which could 
result in unauthorised activities not 
being detected timeously. This access 
also allows audit trails to be deleted, 
eliminating any trace of activities carried 
out.” The AGSA report called on SASSA 
to implement more proactive measures 
to “monitor developer access to the SRD 
environment, irrespective of the type of 
access granted”.
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work in any way.93 Despite the assurance, the 
fact that GovChat will sell packages of ana-
lysed data implies its access to the data and 
ownership of at least the data analysis. 

Jordaan’s assurances that monetisation 
is not his priority show a disconnect from 
CAPPREC’s stated intent of deriving profit 
from fintech solutions aimed at benefiting 
big banks and financial institutions. When 
announcing its 2019 financial results, CAP-
PREC touted “platform economics” as a new 
economic model that promised “brutal effi-
ciency” because it creates an “opportunity to 
integrate multiple disparate products on a 
single platform”.94As discussed earlier, Gov-
Chat is a platform that can accommodate 
numerous products or services and integrate 
itself onto various applications. GovChat’s 
partnership with SASSA brings millions of 
people onto this platform rapidly and makes 
significant data on each of them available to 
GovChat. Does CAPPREC see GovChat as 
a means to access data that can benefit the 
financial institutions that count among its 
clients?

 Public statements by both CAPPREC 
and GovChat further suggest that Jordaan’s 
assurances reveal only part of the truth. In 
its interim financial statements at the end of 
2019, CAPPREC announced a R20 million 
investment in GovChat. It tellingly gave a 
nod to the markets that this investment had 
the prospect of being profitable: “The rela-
tionship with GovChat presents a number 
of potential commercial opportunities which 
are consistent with the strategic objectives of 
Capital Appreciation”.95 Given GovChat’s ac-
cess to the personal data of millions of citi-
zens, and its increasingly embedded relation-
ship with many government departments, it 
is very concerning but not at all surprising 
that CAPPREC sees this investment as prom-
ising commercial opportunity. 

CAPPREC’s 2020 integrated annual report 
also gives insight into how the company envi-
sions its investment in GovChat developing. 
Labelled as a “transformation initiative”, it is 
discussed at length in the chairman’s letter 
and review by the joint chief executives.96 To-
gether, they talk up the fact that CAPPREC 
and Synthesis contributed their expertise to 
assist government in meeting the needs of 
the Covid-19 crisis, through GovChat. They 
also stress that their investment in GovChat 
as a black-owned technology firm is part of 
their transformation initiative to contribute 

to the Broad-Based Black Economic Empow-
erment (B-BBEE) programme.97

But the devil is in the detail. In a section 
focused on the risks and opportunities facing 
CAPPREC investors, GovChat is listed as one 
of two identified opportunities. Specifically, 
“to monetise GovChat – the Group [CAP-
PREC] has identified a variety of potential 
revenue opportunities, both locally and 
abroad, all of which will be explored”.98 How-
ever, CAPPREC executives have remained 
coy about how precisely they intend on mak-
ing money from GovChat. While expressing 
excitement about the contract with SASSA, 
Bradley Sacks, CEO of CAPPREC and son of 
Michael Sacks, said:

“The strategy for GovChat to 
make money for the company is 
‘evolving’. You can see by the user 
data that the GovChat platform is 
generating and the nature of the 
reports that it is able to deliver to 
government and whole municipal-
ities to make them accountable for 
their quality of service. Here is a 
tremendous opportunity to be able 
to derive value and deliver value”.99 

Other GovChat directors have likewise tout-
ed this monetization potential. For example, 
Haslam (GovChat’s former chief financial of-
ficer) made it clear that in 2019, GovChat en-
visioned growing commercial relationships 
with its partners. On the announcement of 
the R20 million funding from CAPPREC, 
she said:

“Our first focus is increasing our 
capacity in South Africa, increasing 
the user and subscriber base and 
marketing, and rolling out new 
lines for engagement and inquiry, 
including new and innovative appli-
cations. We continue to receive 
expressions of interest in our mod-
el and operating platform and look 
forward to welcoming commercial 
relationships with product and ser-
vices partners in the foreseeable 
future”.100
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Given Haslam’s references to monetisation 
and “product and services partners”, it seems 
highly unlikely that the commercial oppor-
tunities envisioned by both GovChat and 
CAPPREC remain limited to providing an-
onymized data to academic institutions or 
comparative data analysis to government de-
partments. 

THE LONG (DATA) PLAY: 
GOVCHAT AND SASSA IN THE 
FUTURE
While CAPPREC’s strategy to monetise Gov-
Chat’s business might be “evolving”, GovChat 
is perfectly placed to obtain data on a signif-
icant number of people in South Africa. The 
initial source of the data lies in GovChat’s 
control of the Covid-19 SRD grant applica-
tion process. Any company holding such data 
can build progressively more detailed profiles 
of individuals. Its next source of data could 
lie in future digitalisation projects at SASSA, 
as it is already well positioned to win future 
contracts. A final source of data could be es-
tablished through GovChat partnering with 
other government departments; for example, 
health data collected on individuals could be 
linked with financial data on them. 

Our insights into how data is collected and 
analysed come from GovChat CEO Jordaan’s 
public interviews as well as his interviews 
with Open Secrets. Together, they reveal that 
GovChat is automatically collecting a large 
amount of personal data from grant appli-
cants, and that it can and does access state 
databases to verify much of this data. In The 
Synthesis Podcast – run by Synthesis Software 
Technologies – Jordaan explains that Gov-
Chat uses chatbot technology to simplify the 
grant’s qualifying questions. A chatbot is a 
programme powered by artificial intelligence 
to mimic a human conversation and is often 
used in messaging platforms to engage a hu-
man user.101 

Speaking with Open Secrets, Jordaan 
further explained that GovChat collects in-
formation via the WhatsApp platform to 
assess whether the applicant is eligible for 
the Covid-19 SRD grant.102 Since WhatsApp 
does not allow for the collection of a person-
al identity marker like the South African ID 
number, applicants are diverted to a secure 
web portal on GovChat’s site, where Gov-
Chat collects the ID numbers. Though the 
data costs on WhatsApp are low, shifting to 
this secure web portal incurs additional costs 
for applicants and often leaves them unable 

Below: Elderly people waiting in line for their SASSA 
payouts at Makhaza Mall in Khayelitsha during lockdown 
level 4 on 4 May, 2020. 
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to complete their application process.103 Gov-
Chat then verifies the ID numbers against the 
Department of Home Affairs’ database. 

After an application is made through 
GovChat, SASSA cross-checks the appli-
cant’s eligibility by running their information 
through other databases such as SOCPEN, 
PERSAL, UIF, and NSFAS.104 According to 
Jordaan, GovChat has the capacity to facili-
tate this cross-checking too, but currently, it 
is solely SASSA’s responsibility. If GovChat 
were to begin pulling data from the other da-
tabases (i.e. SOCPEN, etc.), it could combine 
that data with that which it already holds and 
build more complete financial profiles of in-
dividual applicants. Such profiles would be 
appealing to financial firms who seek ever 
more detailed profiles of individuals to better 
target their products.105

GovChat is also already running trials for 
the digitalisation of application processes for 
other grants. SASSA has a clear commitment 
to digitalising social welfare in South Afri-
ca, and GovChat is now well placed to profit 
from this process. Published in 2019, SASSA’s 
2020–2025 strategic plan emphasises a shift 
towards a digital model. This includes rapidly 
moving towards fully automated grant appli-

cation processes, automated identity verifi-
cation, and development of a data strategy 
that will allow for “unlocking” of the data’s 
“potential”.106 The plan is silent on what this 
means but says that it will ensure that online 
grant application processes will be accessible, 
efficient, and secure.107 To that end, from 14 
to 25 September 2020, SASSA conducted a 
“trial run” of an online application process 
for the Child Support Grant, Foster Child 
Grant, and Old Persons Grant.108 The appli-
cation could be made by accessing the SAS-
SA website using a laptop or mobile phone,109 
and it required an email address to login. Ap-
plicants could submit certified documents in 
support of their application, check the status 
of that application, and update information, 
such as their address or banking details.110 It 
is not clear whether SASSA used any external 
service providers to assist in the creation of 
the online portal, but GovChat has been in-
volved in other similar trial systems.

An example showing GovChat’s growing 
presence within grant delivery systems is the 
28 April 2021 SASSA announcement of its 
role in creating the online platform for the 
disability grant. The online booking system 
for applications for the disability grant was 
launched at a media event at GovChat’s office 
in Cape Town.111 GovChat’s system integrates 
with SASSA’s current Electronic Medical As-
sessment Statistics Template system, allowing 
grantees to make medical appointments.112 

Above: Grant beneficiaries protest outside the SASSA office on 
30 April, 2021 in Bellville. It was reported that some people 
were queuing since the previous day, hoping to receive their 
R350 grant before it ended. Applications opened again in 
August 2021 .
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The multimillion-rand question is this:
will a company like GovChat have access 

to the data of millions of basic income 
grant recipients? In other words, is this the 
bonanza that GovChat and its investors are 

betting on? By offering its initial services 
for free, GovChat may have sidestepped the 
need for going through formal procurement 

processes in the future, or at least made 
itself a preferred partner to work with. 

Furthermore, the more departments GovChat 
works with, the greater it metastasizes 

through state organs and the more data and 
power it collects, anticipating a time when it 

holds a monopoly role in managing the data 
provided to state entities. 
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Jordaan has strongly hinted at the oppor-
tunities provided by GovChat’s digitalisation 
drive. Speaking in September 2020, Jordaan 
was hopeful of future work with SASSA, 
telling the press, “There are a number of 
opportunities, including, but not limited to, 
supporting new grant applications, verifying 
identity, status updates and cross-validating 
across multiple data-points. There are a lot 
of opportunities; we’re here to assist SASSA 
where needed”.113 Speaking to Open Secrets 
in October 2021, Jordaan said that each 
SASSA grant would require a unique appli-
cation process, adding that GovChat had set 
up teams to think through “how to get every 
grant digitised”.114

THE BIG QUESTION

It is not just GovChat’s role in the digitalisa-
tion of existing grants that provides it with 
opportunities. The economic and social dev-
astation caused by the Covid-19 pandemic, 
soaring unemployment, and increased hun-
ger have rejuvenated calls for a basic income 
support grant. The Black Sash has initiated a 
campaign calling on the government to im-
plement basic income support of R1,268115 
for all people aged 18–59 who receive little or 
no income.116 While far from being a panacea 
for the challenges facing South Africa, basic 
income support appears vital to fulfilling the 
right to social assistance contained in section 
27 of the Constitution, as well as being in-
dispensable for ensuring the dignity of those 
living in poverty. 

If the government were to indeed imple-
ment basic income support, SASSA’s digi-
tisation programme would dovetail with 
bringing millions of new people into its sys-
tems and dramatically increase the amount 
of money being distributed. Importantly, it 
would also see the data of millions of peo-
ple collected in the process – and therein lies 
great opportunity for private sector corpora-
tions seeking to profiteer.

GOVCHAT VS. WHATSAPP 
AND FACEBOOK: A 
COMPETITION DISPUTE 
A recent, significant legal dispute between 
GovChat and WhatsApp provides further 
evidence that the profit motive is driving 
GovChat’s work with SASSA and other gov-
ernment departments. This dispute expos-
es the lucrative profits that can be made in 
the digitalisation of state services. Why else 
would GovChat be in a market competition 
dispute with the one of the world’s technol-
ogy giants – one with deep pockets and part 
of the megacorporation Facebook? It would 
be easy to frame this as a David vs. Goliath 
dispute and root for the relatively small local 
firm battling the big blue-chip giant. Howev-
er, this misses a crucial point: a competition 
dispute, by its very definition, entails fighting 
over market share. In this case, the battle is 
over accessing our data and the profit this 
will generate.

In early January 2021,117 GovChat submit-
ted a request for interim relief to the Com-
petition Tribunal on behalf of itself and its 
subsidiary Hashtag Let’s Talk (#LetsTalk) 
against WhatsApp and its parent company, 
Facebook. An online hearing was held on 13 
January 2021.118 GovChat CEO Jordaan told 
Open Secrets that it had engaged the “best 
competition law experts” and had spent R4 
million on the case preparing for the prelim-
inary hearing.119

The dispute arose because WhatsApp and 
Facebook were attempting to “off-board” 
– i.e. remove – the GovChat platform from 
WhatsApp, potentially placing the Covid-19 
SRD grant application process at risk. Al-
legations of misconduct and underhanded 
business practice were hurled by both sides. 
WhatsApp accused GovChat of insidiously 
violating its terms of service, while GovChat 
accused WhatsApp and Facebook of attempt-
ing to steal GovChat’s government clients.120 
WhatsApp and Facebook contended that 
GovChat used its wholly owned subsidiary, 
#LetsTalk, to bypass a review process in order 
to access the WhatsApp platform and provide 
WhatsApp services to its government clients. 
WhatsApp asserted that this was in direct 
violation of its policies, and so, it decided 
to terminate #LetsTalk’s business account.121 
GovChat countered that WhatsApp’s threat 

VS
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to remove the GovChat platform potential-
ly risked pushing it out of business, given its 
extensive reliance on WhatsApp services. 
Moreover, if the off-boarding were to occur, 
it would result in the immediate ending of 
services to its government partners such as 
the Department of Social Development.122 

GovChat approached the Competition 
Commission on the basis that this was a 
competition issue, but what markets do 
GovChat and WhatsApp compete in? Gov-
Chat claimed that there are two markets in 
which it competes with WhatsApp. The first 
is the market for over-the-top (OTT) mes-
saging applications via smartphones – these 
are messaging applications like WhatsApp, 
Facebook Messenger, and WeChat. The sec-
ond is the government messaging services 
market in South Africa.123 GovChat claimed 
that it, along with #LetsTalk, and WhatsApp 
(and Facebook) are competitors in these two 
markets.124 

On 21 January 2021, the Competition Tri-
bunal ruled in favour of GovChat’s request 
for interim relief,125 preventing #LetsTalk 
from being off-boarded from WhatsApp.126 
The Tribunal offered the following rationale 
for its decision: 1) WhatsApp has at least pri-
ma facie dominance in the market for gov-
ernment messaging services through OTT 
messaging applications;127 2) WhatsApp and 
GovChat are potential competitors in the 
market for mobile payment services through 
OTT messaging for government depart-
ments;128 and 3) the off-boarding of GovChat 
from the WhatsApp platform would harm 
the public during a pandemic (Covid-19) 
owing to GovChat’s role in the processing of 
Covid-19 SRD grant applications.129

The fact that this dispute played out before 
the Competition Tribunal reveals that there is 
a significant market for the provision of gov-
ernment messaging services by private tech-
nology companies. WhatsApp and Facebook 
might be interested in GovChat’s govern-
ment clients because personal data is at the 
centre of profit-making activities in the dig-
ital age. The business models of mega tech-
nology companies like Facebook are based 
entirely on capturing and accessing people’s 
personal information, both with and without 
their consent. When we asked Jordaan what 
he thought, he said that it was a “data play”.130 
Jordaan says that Facebook wants full control 
over the valuable data GovChat currently 
holds due to its partnerships with so many 
government departments. Tellingly, he said 
that GovChat’s access to such detailed and 
“powerful data” could “in the wrong hands 
mean disastrous things”.131 

So far, we know that GovChat has ac-
cess to increasing amounts of data about 
the South African public from its privileged 
position with SASSA, the Department of 
Health, and COGTA. We know that one of 
the world’s biggest technology companies, 
Facebook, also has more than a passing inter-
est in the market that GovChat has cornered. 
Facebook is the social media platform with 
the largest user base in South Africa, with 28 
million accounts – close to 50 per cent of the 
country’s population. Accessing an addition-
al layer of data (currently held by GovChat) 
would no doubt only deepen its influence in 
South Africa.132

As we have shown, GovChat’s sharehold-
ers have expressed an intention to monetise 
the data to which it has access, and GovChat 
is considering selling this data to govern-
ment and other stakeholders. Furthermore, 
we reveal in the next chapter that GovChat’s 
current privacy policy is very thin and has 
significant gaps, as does South Africa’s reg-
ulatory environment. Finally, we know that 
the GovChat application system has not 
proven attractive to users: 80 per cent of us-
ers have opted for the USSD platform instead 
of WhatsApp due to lack of access to smart-
phones and the cost of data. If this is version 
2.0 of the digitalisation of social welfare, what 
might the next frontier of the digitalisation of 
welfare look like?

MORE TO THE DISPUTE
The dispute also revealed that Praekelt 
– the same company that initially aided 
SASSA in their WhatsApp process for 
the SRD grant – also initially aided 
GovChat with onboarding its platform 
on to WhatsApp. However, GovChat 
says that its contract with Praekelt 
fell through due to its concerns over 
Praekelt’s chatbox technology. 
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Facebook’s attempts to capture more of 
the market for providing digital services to 
government departments in South Africa 
should be of grave concern. Facebook’s 
track record reveals that it routinely 
violates people’s privacy and sells their data 
without proper consent; most recently, it 
was fined R4 billion by Irish authorities for 
violating the European Union’s data privacy 
law.133 While still popularly known as a 
“social networking website”, Facebook is 
better understood as “data infrastructure” 
made up of a “family” of applications and 
websites, which generates profit through 
the extraction, analysis, and distribution 
of our data.134 This economic model has led 
Facebook to have a market value of over 
$1 trillion while granting it extraordinary 
economic and political power. 

As we discuss in the following chapter, 
abuse of personal data is not the only 
threat that a company like Facebook 
poses. It has been at the centre of 
numerous scandals regarding the spread of 
misinformation and divisive content. This 
includes the manipulation of democratic 
elections around the world by renting the 
company’s capabilities to political groups 
for the purposes of microtargeting and 
manipulating users with misinformation.135 
Researchers in numerous countries have 
also revealed how Facebook’s profit-driven 
algorithms ensure the viral spread of 
divisive content that fuels the growth of 
extremist groups, with Facebook’s flimsy 
“content moderation” department unwilling 
to stop this from happening.136 

In October 2021, former Facebook data 
scientist and now whistle-blower Frances 
Haugen appeared before the U.S. Congress 
and testified to what she saw while working 
at Facebook. Haugen testified that Facebook 
was aware that its algorithms amplified 
misinformation and could be abused by 
third parties to urge violence, but the 
company had made a decision to prioritise 
growth and profit over reforms; and that it 
deliberately withheld research identifying 
the harm caused by Facebook products.137 
Haugen added,138

With so many dangers and harms of 
Facebook’s operations known, it is little 
surprise that the company has ratcheted 
up its lobbying efforts, giving money to 
lawmakers to guard its interests and push 
back against more effective regulation. In 
2020, Facebook spent $20 million (R300 
million) lobbying American politicians – i.e., 
in the same year that the company faced 
multiple hearings in the U.S. Congress on its 
role in manipulating elections.139 This was 
more money spent on lobbying than by any 
other big technology firm.

Given this track record, Facebook’s appetite 
for contracts with South African government 
departments and private sector actors 
to hoover up more data must be watched 
closely by regulators and civil society. Open 
Secrets will certainly be doing so.

A META THREAT
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“During my time at Facebook, 
I came to realize a devastating 
truth: [a]lmost no one outside 
of Facebook knows what hap-
pens inside Facebook… The 
company intentionally hides 
vital information from the pub-
lic, from the U.S. government, 
and from governments around 
the world”.138
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4
AADHAAR: 

LESSONS FROM 
INDIA FOR SOUTH 
AFRICA’S DIGITAL 

FUTURE 

By the end of August 2021, GovChat an-
nounced that it had over 8 million active 
users on its citizen engagement platform 
and had processed over 500 million mes-
sages.1 It is important to note that every 
time someone engages with the platform, 
the details of their location and what de-
vice they are using is collected, usually 
along with their age and gender. This data 
is collected too from the over 12 million 
Covid-19 SRD grant applications that the 
GovChat platform has processed since it 
was first implemented.2 As we explained 
in the previous chapter, these applications 
also provide GovChat with basic financial 
information and the ID numbers of appli-
cants, which GovChat checks against a da-
tabase at the Department of Home Affairs. 
The result is that GovChat is in the position 
to develop increasingly detailed profiles of 
the millions of individuals who interact on 
its platform, whether they do so to apply 
for a grant, complain about an electricity 
outage, or locate a Covid-19 testing site. 

Eldrid Jordaan has talked up GovChat’s 
ability to process, analyse, and explain this 
data. In an interview with Open Secrets, 
Jordaan said that GovChat enables govern-
ment departments to improve service deliv-
ery because it has the ability to analyse and 
map the rich data it receives in a way that the 
state is unable to and use it to “tell a story” to 
the government.3 GovChat’s story is that this 
is a victory for open government, transpar-
ency, and greater accountability. This rather 
rosy perspective suggests that an accessible 



5 0  –  O P E N  S E C R E T S

technology platform to engage local govern-
ment or to access government services might 
have great potential to transform governance 
in South Africa. 

Yet digitalising state services via private 
companies can also result in more opaque, 
potentially harmful systems that many 
people find very difficult to navigate, and a 
blurring of the line between the private and 
public sphere in terms of governance. Gov-
Chat’s sprawling role across different parts of 
the state and the resulting access to millions 
of people’s personal data gives it disturbing 
power. The implications for people’s priva-
cy are significant. Similarly, the surveillance 
powers of the state, GovChat, and any other 
party that accesses the data are greatly in-
creased. GovChat is also financially backed 
by a private company focused on finance 
and fintech, with the stated goal of monetis-
ing GovChat’s services – creating a risk that 
monetisation could take place at the expense 
of people’s rights.

This chapter discusses these risks. It is nec-
essarily forward-looking. Some of the risks 
discussed have already emerged, but many 
of them loom on the horizon. Our goal is to 
identify them, challenge them, and avoid the 
worst possible outcomes. To do this, we first 
consider the Aadhaar system – India’s digital 
welfare system that is significantly more ad-
vanced than ours. The experience of Indian 
citizens with this system is a stark warning 
of the severe and sometimes deadly conse-
quences of an unchecked and unaccountable 
digital welfare state. We then deduce relevant 
lessons from Aadhaar for South Africa.

A CAUTIONARY TALE: THE 
AADHAAR SYSTEM IN INDIA
The problems we are confronting in South Af-
rica are not unique. Precedents exist around 
the world that allow us valuable insight into 
our situation, providing stark warning of the 
risks we face. The largest biometric identi-
fication system in the world is the Aadhaar 
system in India. Arguably, the Aadhaar sys-
tem is a perfect example of the phenomenon 
of “digital financialisation” where data is the 
prize.4 The data gathered through this system 
offers a digital footprint that is harvested and 
transformed into a detailed profile of cus-
tomers. This in turn is monetised by allowing 

companies to better target those customers 
with financial products.5 It is through this 
process that profits are made, at the expense 
of data privacy. This erodes the traditional 
distinction between financial corporations 
and technology firms.

Launched in 2010, more than 1.2 billion 
Indians are now part of the Aadhaar system 
and have a 12-digit unique identification 
number.6 This 12-digit number contains an 
extraordinary amount of data about its hold-
er, which includes demographic data (such 
as age, gender, and income) along with bio-
metric information that includes a photo-
graph, fingerprints, and even an iris scan.7 
Having an Aadhaar number is mandatory 
to access welfare benefits in India, including 
cash transfers and food. The Aadhaar num-
ber is also linked to citizens’ bank accounts 
– particularly those used to pay tax or make 
investments – as well as their mobile phone 
numbers. 

The Indian government has instructed 
any service provider to block services to any 
person who refuses to link their personal 
information to Aadhaar.8 Though not yet 
mandatory, the Aadhaar number is often 
used to manage people’s access to healthcare 
too. There have been reports of people being 
turned away from hospitals unless their Aad-
haar profiles show up on the online system.9 

The Aadhaar system was welcomed with 
much fanfare in India and by international 
organisations like the World Bank. Its cre-
ator, Nandan Nilekani – described as a “ge-
nial software billionaire” – had long advocat-
ed for Indians to be urgently provided with 
ID numbers and bank accounts. He argued 
that the Aadhaar system not only ensured 
financial inclusion and access to welfare for 
many poor people in India but also could 
help eliminate corruption and “wastage”.10 A 
government agency, the Unique Identifica-
tion Authority of India (UIDAI), was built 
around Nilekani to oversee and run the Aad-
haar project. When the UIDAI was formed, 
the headquarters was a typical government 
bureaucracy in New Delhi. However, the 
technology and data processing was based 
in a luxurious campus in Bangalore and run 
almost entirely by former employees of mega 
technology corporations such as Google and 
Intel.11

As a “financial inclusion” cheerleader, the 
World Bank has not only endorsed the sys-
tem but also encouraged other countries to 
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learn from it, arguing that its ability to be 
“inclusive” and overcome information gaps 
between citizens and governments is trans-
formative.12 Despite this, critics of the system 
have alleged that the project is predominant-
ly aimed at profit for the private companies 
that provide various services for the system. 
In 2017, journalists at the Indian Express re-
ported that numerous current or former ex-
ecutives at the UIDAI were launching com-
panies or start-ups that were then offering 
Aadhaar-linked services such as “user au-
thentication” for lucrative fees.13 

Other journalists have called the Aadhaar 
system the “New Oil”. They note that those 
private companies that have access to Aad-
haar-specific application programming inter-
faces – including those who do background 
checks on employees for companies at a fee 
– have access to an extraordinary amount of 
data through Aadhaar and the other databas-
es that they use for verification.14

Researchers from the Centre for Human 
Rights and Global Justice at New York Uni-
versity say that private profit is precisely what 
the Aadhaar system was designed for and 
that: 

“From the outset, the Aadhaar 
‘business model’ would benefit pri-
vate companies by growing India’s 
‘digital economy’ and creating a 
rich and valuable dataset. In par-
ticular, it was envisioned that the 
Aadhaar database could be used 
by banks and fintech companies 
to develop products and services, 
which further propelled the drive 
to get all Indians onto the database. 
Given the breadth and reach of the 
database, it is an attractive asset to 
private enterprises for profit-mak-
ing and is seen as providing the 
foundation for the creation of an 
‘Indian Silicon Valley’.15

This exemplifies the phenomenon of “digi-
tal financialisation”, where data, like oil, is a 
profitable commodity, harvested at the ex-
pense of privacy. 

In addition to profiteering, there are a 
series of other risks and harms resulting 
from the Aadhaar system that arguably far 

outweigh any benefits. For one, the system 
provides the Indian state with far-reaching 
surveillance powers that constitute severe in-
vasions of individual privacy. Indeed, requir-
ing citizens to link almost all aspects of their 
lives to a state identification system can open 
them up to “dystopian levels of state surveil-
lance”.16 

The Aadhaar system provides spooky new 
capabilities to spy on government critics. For 
example, the Electronic Frontier Foundation 
points out that iris scanning – as is required 
by the Aadhaar system – allows law enforce-
ment and other parts of the state to “track 
people covertly, at a distance or in motion, 
without their knowledge or consent”, raising 
serious concerns about privacy rights.17 The 
Indian government has shown a willingness 
to surveil and harass critics of the Aadhaar 
system, as well as other civil society activ-
ists.18

Another big risk, revealed by journalists, 
is the failure to secure and protect the data. 
One journalist bought access to a portal that 
provided data linked to anyone who held an 
Aadhaar card.19 The journalist did so to raise 
awareness of privacy risks, and was later sued 
by the state. In another example, the Indian 
Centre for Internet and Society published a 
report about government websites leaking 
millions of Aadhaar numbers. The report’s 
authors were served with legal threats and al-
lege they were harassed by law enforcement.20 

These breaches could be the tip of the 
iceberg. The Electronic Frontier Foundation 
explains:

“Databases of iris biometric 
[information] are a honeypot of 
sensitive, highly personal data that 
will be targeted by criminals. Data 
breaches and hacks are at an all-
time high. Biometric information is 
a special risk because it’s not possi-
ble to revoke, cancel, or reissue an 
eyeball if digital biometric informa-
tion is stolen or compromised”.21

Despite these serious concerns, in 2018, a 
majority of the Indian Supreme Court found 
the Aadhaar programme to be constitution-
al and not an unfair infringement of people’s 
right to privacy.22 However, the court also de-
manded greater controls over the system and 



5 2  –  O P E N  S E C R E T S

struck down a series of efforts by the state 
and private sector that had sought to extend 
the reach of the programme, including pre-
venting private banks and cell phone compa-
nies from using Aadhaar numbers to verify 
customer identities.23

A prescient warning about the potential 
abuse of Aadhaar by authoritarian forces 
wishing to achieve social control comes from 
Indian author and social critic Arundhati 
Roy: 

It’s like digital surveillance, phone surveil-
lance, and the collection of private data, not 
just through Facebook and so forth but also 
by governments. It is going to be the way in 
which human populations are going to be 
controlled. It is already a way in which hu-
mans are controlled but on a scale that you 
can’t even imagine. It makes you just want 
to die.24

Proponents of digital systems argue that the 
risks to privacy and security are worth the 
opportunity to provide access to “inclusive” 
services. However, the Aadhaar system is 
also a case study in how those promises can 
be oversold, and of the very real risks of ex-
cluding people from services for technical 
reasons. The bulky centralized database has 
often resulted in errors that have denied 
people access to essential food and other 
services. Between 2017 and 2018, at least 15 
people, including an 11-year-old child and an 
11-month-old infant, died after being refused 
subsidised food rations and medical care.25 
The reasons given ranged from technical 
glitches, biometric failures, missed deadlines, 
and failure to present an Aadhaar ID card.26 

These failures are not isolated to the Indi-
an system. Researchers from the Child Pov-
erty Action Group in the UK reported that 
many people were refused benefits when 
applying through an online system. They 
also did not receive information about why 
their claims were denied or how to access 
recourse.27 There are significant risks when 
such determinations are transferred from 
human caseworkers to automated systems 
where “decision-making is embedded in se-
cret and proprietary code”.28 

Errors of exclusion often result from an 
outsized emphasis on catching out fraud-
ulent claims. Any small data entry error by 
applicants can be flagged as fraud or an effort 
to “work” the system. This is particularly so 
in places where negative perceptions of wel-

fare recipients prevail. For example, when the 
U.S. state of Indiana created an automated el-
igibility programme to screen applicants for 
welfare, one million applications were denied 
in the first three years; this represented a 54 
per cent increase over the previous three-
year period.29 Researchers demonstrated this 
was because the algorithm coded any single 
mistake in the application process (which 
could amount to over 100 pages) as a “failure 
to cooperate in establishing eligibility”.30 

Such examples highlight the social risks 
contra the grand promises of inclusivity. 
Despite the numerous concerns around the 
dangers of the Aadhaar system, South Afri-
ca has begun to adopt similarly far-reach-
ing biometric identification programmes 
as a prerequisite to access the state’s welfare 
services. The South African Social Security 
Agency is already the largest collector of bio-
metric data (e.g. fingerprints, photographs, 
and voice recordings) of every individual re-
ceiving a social grant.31 Likewise, the Depart-
ment of Home Affairs already has a biomet-
ric database of all South African adults – the 
Home Affairs National Identification System 
(HANIS) – and in 2021, announced its inten-
tion to collect photographs and fingerprints 
of every baby born and to assign them a 
digital ID number without conferring citi-
zenship.32 The Department of Home Affairs 
intends to collect much more detailed bio-
metric data in the future, including DNA and 
photographs of eyes, ears, hands, and feet in 
order to create a “legal record of existence”.33 

There is a real risk that these extensive bio-
metric databases will be combined and used 
to create a single detailed biometric ID for 
all South Africans to access government ser-
vices. But, while that is still a few years off, let 
us consider what the Aadhaar system can tell 
us about current risks embedded within our 
digitalised welfare system.
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“It’s like digital surveillance, phone 
surveillance, and the collection 

of private data, not just through 
Facebook and so forth but also by 

governments. It is going to be the way 
in which human populations are going 
to be controlled. It is already a way in 

which humans are controlled but on 
a scale that you can’t even imagine. It 

makes you just want to die”.

~ Arundhati Roy
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INEQUITABLE ACCESS 
Companies selling digital solutions to gov-
ernments promise accessibility. Yet, from 
what we have seen with both the Net1 and 
GovChat systems, the reality is very differ-
ent. A report by the Black Sash investigated 
the accessibility of digital platforms for the 
Covid-19 SRD grant, including GovChat’s 
WhatsApp platform. Lack of airtime and 
data, poor connectivity, and unfamiliarity 
with some digital devices meant that many 
South Africans struggled to access and com-
plete the digital application process.34 In fact, 
a huge number of applications were initiat-
ed but never completed, suggesting people 
struggled to follow the process through. Ad-
ditionally, in a nation of 11 official languages, 
people could only answer the questions in 
English.35 These experiences challenge Gov-
Chat’s claims to be broadening citizenship 
by enabling “democracy between the ballot 
boxes”.

These findings are unsurprising. At mar-
ginally over 50 per cent, South Africa has rel-
atively low Internet penetration when com-
pared to many other African countries, and 
it has extortionate data costs – especially on 

pre-paid plans – when compared to the rest 
of the continent.36 Speaking to Open Secrets, 
GovChat CEO Jordaan admitted that during 
the first phase of the Covid-19 SRD grant 
applications in 2020, three million out of the 
4.9 million applicants could not complete the 
full application because they lacked the cel-
lular data to access the web portal that was 
required to input one’s ID number.37 This is a 
massive drop-off rate and should be of grave 
concern to SASSA. Likewise, the experiences 
relayed to the Black Sash by grant applicants 
show that digital services are far from being a 
universal solution and often precipitate new 
forms of exclusion that exacerbate existing 
inequalities. 

OUTSOURCED GOVERNANCE
A major concern about privatised digital 
welfare systems is that the technology itself is 
doing the governing, rather than elected rep-
resentatives. The systems outsourced by SAS-
SA are effectively making decisions about 
whether or not to grant applicants’ benefits. 
The UN Special Rapporteur on Extreme Pov-
erty and Human Rights, Philip Alston, has 
found that digital welfare systems have a high 
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error rate on automated eligibility checks. In 
his words, “online portals can create confu-
sion and obfuscate legal decisions, there-
by undermining the right of claimants to 
understand and appeal decisions affecting 
their social rights”.38 In effect, an applicant 
often gets told they are ineligible, with little 
indication of why or how to challenge the 
process.

In the case of the Covid-19 SRD grant, 
applicants who managed to complete the ap-
plication with GovChat and on other digital 
platforms were often rejected in error. The 
Black Sash found that a third of all applicants 
were declined, and the majority of these 
were labelled ineligible because their names 
came up on a South African Revenue Service 
(SARS), UIF, NSFAS, or SASSA database – 
purportedly indicating they were receiving 
income.39 Many of these databases were out-
dated (for example, the UIF is known to be 
two–three years out of date), but there was 
no easy way for applicants to challenge and 
correct the data. Applicants could only ap-
peal through the same digital platform that 
had made the error in the first place and 
could not submit additional documentation. 
Unless there had been a change to the data-
base itself, they were sure to be denied again. 
The appeal process was often delayed, leaving 
vulnerable people facing hunger.40

GovChat and other companies provid-
ing a digital application process can always 
dodge responsibility by saying that the accu-
racy of the database maintained by the state 
is not under their control. Yet SASSA is si-
multaneously pushing applicants to use the 
digital platforms and reducing the amount of 
direct contact that an applicant can have with 
a SASSA employee, whether in person or on 
the phone. This kind of outsourcing of gov-
ernment function inevitably blurs the lines 
between the state and the private sector when 
they co-create and run digital governance 
platforms. For citizens engaging with these 
platforms, it is very difficult to know how to 
respond and hold either actor accountable 
for fulfilling their constitutional obligations. 
The absence of proper recourse is also a bla-
tant negation of just administrative action. 

In the case of the Covid-19 SRD grant, 
when the pandemic led the state to step away 
from face-to-face assistance, the burden of 
helping grant applicants fell onto communi-
ty support structures and monitors, such as 
those working for the Black Sash, and their 

community advice offices. Due to a lack of 
confidence in the digital system, as well as 
barriers to understanding the system, nu-
merous people sought out help from these 
sources.41 As the Black Sash noted, “[W]hile 
the system set out to eliminate face-to-face 
applications between SASSA and the popu-
lation, it ended up off-loading this responsi-
bility onto the Black Sash monitors and other 
local community support structures”.42 This 
has not stopped GovChat from boasting that 
its process saved SASSA R7.5 million in call 
centre costs. This “saving” derived from the 
unacknowledged labour of the Black Sash 
and community advice office workers around 
the country. 

Efforts to promote accountability are made 
even harder by the added layer of complexi-
ty and secrecy that is inevitable when private 
actors like GovChat develop and operate the 
digital services used by states. Their role is of-
ten undefined or under-explained. In the case 
of GovChat, for example, there is no publicly 
available information about how and to what 
extent the company has access to state da-
tabases like those of SARS, NSFAS, UIF, or 
Home Affairs. We now know that it does ver-
ify ID numbers against Home Affairs’ data, 
but when we asked about other databases, 
GovChat CEO Jordaan was vague and said 
that while GovChat “could do it”, SASSA cur-
rently fulfilled that role.43 The opacity is yet 
greater when corporate confidentiality and 
the intellectual property concerns of private 
actors are involved.44 While the safeguarding 
of intellectual property rights is quite under-
standable, this opacity provides an open door 
to corruption and malfeasance. 

South Africa’s Protection of Personal In-
formation Act requires that for any automat-
ed decision, a person must receive “sufficient 
information about the underlying logic of the 
automated processing of the information” re-
lating to that person to allow them to exercise 
a right to respond to the decision.45 In the 
case of the Covid-19 SRD grant, applicants 
were not informed fully about how their 
information was being processed and faced 
significant obstacles in speaking to a SASSA 
employee about it. Further, given that it was 
GovChat’s proprietary software – built by 
Synthesis and operated using Amazon Web 
Services – that was being used, it is unlikely 
that SASSA employees could explain exactly 
how the information processing worked to 
an applicant.46
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TARGETED MARKETING OF 
FINANCIAL PRODUCTS 
Another significant risk is that of reckless 
lending to social grant applicants and result-
ing indebtedness. This was of course what 
happened under the Net1 distribution sys-
tem. Net1’s subsidiary companies used their 
intimate knowledge of grant recipients to sell 
them loans, insurance, airtime, and electric-
ity through the grant application and distri-
bution system itself. With the data GovChat 
is collecting, there is a significant possibili-
ty of even better targeted marketing toward 
grant beneficiaries in need. 

Financial products like those previous-
ly provided by Net1 are a red herring: poor 
people of course need credit, but the way it is 
given – attached to social welfare benefits – 
puts the microlenders in a powerful position. 
Through access to the financial data of grant-
ees, they can aggressively market their prod-
ucts to people who do not have the resources 
to cover their monthly expenses. They can 
also use technology to limit the risks of de-
fault, while still charging very high (though 

legal) rates of interest on unsecured credit. 
This can lead to unsustainable indebtedness 
for people, who have to turn to additional 
sources of credit to get through the month.

Other companies, outside of the financial 
sector, might also desire access to this data 
to sell things to grant recipients. In 2004, ac-
ademic C.K. Prahalad wrote a book that re-
ferred to poor people as holding a “fortune at 
the bottom of the pyramid”, and it has been 
used since then by people like Bill Gates to 
espouse the idea of “fighting poverty with 
profitability”.47 Since that time, and even be-
fore, corporations have tried to tap into this 
so-called fortune, often providing inappro-
priate products at considerable cost and only 
exacerbating inequality.

THE NEW SURVEILLANCE 
STATE: THE END OF PRIVACY?
The capacity of corporations and govern-
ments to surveil citizens in increasingly in-
trusive ways for the sake of profit and control 
is increased dramatically by platforms like 
GovChat. This is, very briefly, acknowledged 
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in the 150-page report of the Presidential 
Commission on the Fourth Industrial Rev-
olution. There is one throwaway line at the 
bottom of page 18 that reads: “Digitalisation 
also increases the surveillance capacity of the 
government and firms in ever more areas of 
individuals’ lives’”.48 Surveillance is not men-
tioned again, but given our constitutional 
right to privacy, should be of grave concern.

GovChat’s position as the “official citizen 
engagement platform”, coupled with its role 
processing social grant applications, gives it 
extraordinary access to the personal data of 
millions of people, including location data, 
grant data (including financial information), 
health data, status of infrastructure data, 
criminal activity reporting data, and more. 
GovChat CEO Jordaan told Open Secrets 
that the company not only collects the data 
but also successfully maps and visualises the 
data for it to be used “more effectively by gov-
ernment”.49 He assured Open Secrets that all 
data is anonymised, encrypted, and inacces-
sible even to GovChat employees.50 However, 
in our PAIA request, we asked the Depart-
ment of Cooperative Governance and Tradi-
tional Affairs for the documents related to its 
contract with GovChat, including the priva-
cy policy. We were surprised to find that the 
document is a brief six pages, which explain 
that GovChat can use the data it collects to 
compile anonymous statistical data and anal-
ysis and share it with third parties, including 
any party that provides services for GovChat, 
such as CAPPREC’s subsidiary, Synthesis.51 

While the policy and Jordaan claim that 
the data GovChat keeps is always fully ano-
nymised, this is at best a half-truth. Research 
now shows conclusively that if you have ac-
cess to enough data points on an individu-
al, it is incredibly easy to “re-identify” them 
within “anonymised” datasets. In fact, a 2019 
study by researchers at Imperial College 
London and the University of Louvain found 
that 99.98 per cent of Americans could be 
re-identified in any dataset if one used just 
15 demographic attributes (such as age and 
gender) about each person.52 These attributes 
are easily available to third parties, given the 
extensive data collection that occurs about 
individuals daily and is regularly bought 
and sold. Likewise, in 2016, German jour-
nalists created a fake company and bought 
the “anonymous” browsing habits of three 
million Germans. They were able to easily 
re-identify individuals – including politicians 

– and determine their sexual preferences and 
medical information, amongst other person-
al information.53 Complete anonymisation of 
data is not possible to achieve using current 
methods of doing so.

Such violations of privacy are lucrative in 
the new data economy, in which hundreds of 
companies compile, sell, and purchase data 
to predict and influence future behaviour.54 
This means that GovChat sits on a veritable 
gold mine of data. Yet it also poses a serious 
threat to people’s privacy, and the potential 
impacts are most serious for already vulner-
able groups of people. As noted by Chenai 
Chair, a researcher on the intersection of dig-
ital technology and gender:

“The collection, processing, use, 
and dissemination of data takes 
place amid existing structural 
inequalities that raise the risk of 
surveillance, violence, and other 
human rights violations. Various 
actors have used surveillance as a 
tool to control women, gender-di-
verse people, and sexual expres-
sion when something does not fit 
into the hetero-patriarchal norm. 
Privacy breaches increase the 
vulnerability of women and gen-
der-diverse people, as their private 
data is found online and is used to 
track and monitor them”.55

When it comes to digital applications for 
grants, applicants have very little choice but 
to supply their data to whomsoever SASSA 
happens to contract with. A grant applicant 
needs the grant for the very basic necessities 
of survival, and access can be a matter of life 
or death. As noted by Chair, the capacity to 
consent is informed by social context and 
vulnerable groups in dire need may not be 
able to say no to having their data collected, 
regardless of how it is used.56 

The Information Regulator has a vital role 
to play in protecting our privacy. It has been 
established to ensure the compliance of pub-
lic and private entities with the Protection 
of Personal Information Act.57 POPIA is a 
far-reaching Act that lays down crucial prin-
ciples to prevent the abuse of people’s person-
al data and to ensure openness, security safe-
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guards, the participation of “data subjects” 
(people), and the accountability of any party 
that gathers, manages, and processes data.58 
As such, the Information Regulator has the 
task of protecting the public from potentially 
harmful surveillance and profiteering prac-
tices by the state and private companies seek-
ing to monetise this data. 

In April 2021, the Information Regulator 
took a very encouraging step, when it indi-
cated that it would be tackling WhatsApp 
and its parent company, Facebook, head-on 
to ensure that they complied with POPIA 
and did not use and process unique identi-
fying data, like phone numbers, “with the 
aim of linking that information jointly with 
information processed by other Facebook 
companies”.59 This is an important step, as 
it targets the same issue as that raised by 
the case of GovChat, i.e. how the company 
may use the data gathered through the dig-
italisation of social grants. The intention to 
tackle Facebook head-on is a positive sign 
that the Information Regulator views the 
way in which technology firms profit from 
processing personal data as a priority focus 
area. Digital profiteering risks violating many 
constitutional rights, so it is crucial to have a 
regulatory authority willing and able to en-
force the regulatory framework pertaining to 
the monetisation of data.

A final consideration with regard to priva-
cy is how access to such detailed data about 
individuals can be weaponised by the state 
in surveilling citizens, particularly when 
the state is able to “re-identify” individuals 
within allegedly “anonymized” datasets. In 
its privacy policy, GovChat says that it will 
use data to monitor and analyse usage and 
trends during times of crises.60 “Crisis” is left 
undefined, and while the Covid-19 pandemic 
is an obvious example, the recent widespread 
public violence and insurrection focused in 

KwaZulu-Natal and Johannesburg also seems 
a likely candidate.

As mentioned earlier, Jordaan himself has 
talked up the ability of GovChat’s systems to 
provide data to law enforcement. In 2017, 
when he was looking to sell the company 
and find a technology partner, he indicated 
that the data GovChat gathered could also 
be used for image recognition, citizen en-
gagement, data mining, and identification of 
protest patterns.61 Jordaan’s hope was to have 
a system that would be able to learn to put 
faces to names in photographs and “able to 
smell unrest before it breaks out”. He added, 

“[S]ay there is an uprising in a com-
munity, we can then link that data 
to SAPS [the South African Police 
Service]… [W]e want to make them 
more efficient, better informed … 
so we can tell them this is what is 
brewing – let’s be ready just in case 
something happens”.62 

The South African state has already begun 
to partner with private firms like Vumacam 
to establish vast networks of cameras to 
track millions of people and vehicles, vastly 
increasing its surveillance capacity.63 In re-
sponse to the recent public violence and in 
policing the rules of the Covid-19 pandem-
ic, the police and military have revealed that 
poorer communities will bear the brunt of 
state violence. This is particularly concern-
ing because the dataset from the Covid-19 
SRD grant comprised predominantly young 
unemployed black men – a population that 
the government certainly wants to surveil for 
potential unrest. Any dataset that can help it 
do so is an example of racialised policing and 
a huge violation of civil liberties.
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THE THREAT TO DEMOCRATIC 
PROCESSES
The collection of data by corporations and the 
state does not only pose a threat to our priva-
cy. It also provides opportunities for the ma-
nipulation of elections and other democratic 
processes. Political parties and candidates 
aim to influence the outcome of democratic 
processes by profiling individuals, based on 
the processing of vast amounts of data, to 
infer characteristics and political views and 
preferences, and then targeting them directly 
with propaganda and misinformation.64 As 
noted by Privacy International, 

“[S]uch an approach to democratic 
process presents novel challenges 
due to the scale and range of data 
available together with the mul-
tiplicity, complexity and speed of 
profiling and targeting techniques. 
All of this is characterised by its 
opacity. Existing legal frameworks 
designed to curtail this exploita-
tion often also fall short, either in 
substance or enforcement”.65

Two cases of electoral manipulation through 
mass data that have dominated headlines are 
the targeted misinformation campaigns for 
Donald Trump’s successful 2016 electoral 
campaign in the United States and the Leave 
EU campaign in the United Kingdom, both 
orchestrated by British firm Cambridge Ana-
lytica.66 Yet the reality is that this has become 
ubiquitous around the world, with political 
candidates hiring private firms at exorbitant 
fees to amass and analyse data, all with the 
aim to “attract or suppress votes from certain 
constituencies through micro-targeting and 
direct messaging”.67 

The great risk to democratic processes is 
that neither the implicated private firms 
nor political parties properly disclose how 
citizens’ data is used and shared, and voters 
are “unaware that they are receiving politi-
cal messages based on bias”.68 Nor have large 
platforms like Facebook shown sufficient 
will to prevent the spread of misinformation 
through their social media channels.

In the South African case, it is hard to 
imagine that political parties have not or will 
not see the potential for using GovChat’s da-
tabases and data analysis for this purpose. 
GovChat says that it plans to sell detailed 
analysis of the data on millions of people 
that it gathers across its platform, to allow 
government departments to improve service 
delivery. Yet, as we have witnessed in recent 
elections, many political parties have consis-
tently shown they will go to great lengths to 
secure a vote but will do little to improve ser-
vice delivery for voters. Combining the data 
they can purchase from social media plat-
forms and other companies with the detailed 
analytics provided by a company such as 
GovChat, parties will be able to buy detailed 
profiles of individual voters for the purposes 
of electioneering and ultimately manipulat-
ing voter behaviour. As we have seen from 
imperilled democracies such as the United 
States and the United Kingdom, this kind of 
abuse of digital information benefits wealthy 
conservative groupings which have little in-
terest in the democratic project other than as 
a means to grab power.
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5
RECOMMENDATIONS 

AND CONCLUSION

GREATER TRANSPARENCY 
This investigation has shown the consider-
able risk that exists when private companies 
co-create the digital infrastructure used by 
the state to gather data from people and pro-
vide essential services to them. A key con-
cern relates to the opaque and complex way 
digital systems work and how they process, 
store, and use the data they gather. As noted 
by German researchers examining corporate 
power in a digital world, 

“[T]he growing use and significance 
of data and algorithms stands 
completely out of proportion to the 
stagnancy in our poor understand-
ing of how the data are used”.1

Companies and state agencies must thus be 
fully transparent about how the data gath-
ered as part of a digital grant application 
process is collected, managed, and secured, 
and crucially, about the ways in which it will 
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be monetised. This is imperative, and no ele-
ment of this transparency can be subordinat-
ed to the commercial interests of the compa-
nies involved. 

Furthermore, state agencies like the South 
African Social Security Agency must publish 
simple and easy to understand information 
in all South African languages that explains 
these processes. This is vital to ensure that 
the legal consent requirements in the Pro-
tection of Personal Information Act are met. 
Such consent must be properly informed, 
freely given, and continuing. People must 
be made aware that they can withdraw that 
consent any time and have a right to be in-
formed of any data breaches. Data manage-
ment and use processes should be clearly 
articulated in a user friendly and accessi-
ble manner. Consent pages should also be 
available in different languages to further 
ensure that users are aware of what they are 
agreeing to. 

A final but vital part of greater transparen-
cy is to require, as far as possible, the use of 
open-source software for all digital systems 
created and used for the application and pro-
cessing of social grants. Open-source soft-
ware ensures that the programming code is 
publicly available, and thus how it works and 
how secure it is will always be open to pub-
lic scrutiny. This contrasts with the closed-
source proprietary software of most major 
technology companies, such as Amazon and 
Google, that firms like GovChat still rely on 
heavily.2

privacy measures implemented in data pro-
cessing systems used between government 
entities and private companies providing 
digitalisation services. 

As discussed in chapter 4, the Information 
Regulator is mandated by law to protect the 
public from potentially harmful surveillance 
and profiteering practices by the state and 
private companies seeking to monetise their 
personal data. With regard to the digital ap-
plication systems for social grants, the Reg-
ulator must thus ensure that the movement 
of grant applicants’ data is fully secure and 
protected in all interactions with the digi-
tal platform being used: at the application 
stage, in the verification of identification, 
during the needs assessment, and at the 
time of payment.3 It must also ensure that 
this data is only used and exchanged for the 
necessary purposes of the grant application, 
and nothing else. 

Given this vital task, it is concerning that 
the Information Regulator has been slow to 
become operational and effective, partly due 
to lawmakers’ failure to provide adequate 
resources to the institution. Given the Reg-
ulator’s public interest mandate, this must be 
rectified, and its leadership must take urgent 
steps to build the agency’s capacity. 

Through the discussion of Facebook and 
GovChat’s competition dispute, we have also 
demonstrated how fundamental the issue of 
market competitiveness is for our personal 
data. It is vitally important that competition 
law is enforced to prevent monopolisation 
and its abuses. Relevant state actors and in-
stitutions, notably the Competition Com-
mission, must ensure a fair and competitive 
environment. While the Competition Com-
mission has begun to interrogate ways of en-
suring this, measures need to be put in place 
quickly before any technology company is 
able to monopolise the provision of digital-
isation services to government entities.4 

EFFECTIVE REGULATORS
Transparency is not a sufficient safeguard 
against digital profiteering by companies in-
volved in the provision of social grants. Vital 
provisions of the law must be enforced by 
the Information Regulator, particularly those 
relating to the transparency, security, and 
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EQUITABLE ACCESS AND 
DEMOCRATIC PRINCIPLES
While this report indicates a deep concern 
about the abuse of digitalisation at the ex-
pense of vulnerable people, it does not sug-
gest that digital processes can or should be 
abandoned. Digital and technological ad-
vancements provide significant possibilities 
and improvements to service, but these ad-
vantages are not guaranteed. In this report, 
we have explained at length how they risk 
entrenching the very inequalities they claim 
to address.

This contradiction is obvious in South Af-
rica where a considerable mass of the pop-
ulation lacks the basic resources required to 
access online services. Despite this, SASSA 
has promised the automation and digitisa-
tion of all its grant application services in 
roughly the next five years.5 It is thus crucial 
that the entire online social welfare service 
and application process is provided as a ze-
ro-rated data service, with applicants not 
needing to incur any data or airtime costs 
to access it. Moreover, the South African 
government cannot continue to pursue a 
new digital age without simultaneously 
ensuring the roll-out of infrastructure to 
allow greater access to the Internet and en-
suring a dramatic decline in the currently 
extortionate cost of data.

Accessibility should not be limited to data 
alone. Ensuring that websites and online 
platforms communicate information in a va-
riety of South African languages, along with 
providing spaces for grantees to learn how 
to work through these new digital systems 
while making them aware of the implications 
of providing their data and where it will go, 
is critical.6 Further, international experience 
shows that it remains impossible to run an 
effective, compassionate, and accurate social 

welfare system without keeping casework-
ers and employees available to assist people 
through any process. Regardless of the steps 
taken to ensure greater access, not everyone 
will be able to navigate digital platforms. A 
great many people are not able to operate 
digital technology, nor will they ever be able 
to do so. Yet, as citizens, they must be consid-
ered on their own terms.

The common theme running through the 
report and the recommendations is that the 
South African government must prioritise 
the constitutional rights of all people when 
digitalising social welfare and introducing 
digital systems as part of its vision for South 
Africa’s Fourth Industrial Revolution. South 
Africa’s own experience with Net1 and the 
experience of countries around the world, 
such as India, facing similar challenges to 
ours in digitalising social welfare provide a 
stark warning of how governments and cor-
porations can abuse these systems for sur-
veillance and profit at the expense of people’s 
rights. 

It is imperative that the next phase of 
digitalisation reverses this trend, and that 
inclusive and transparent systems are built 
to prevent reckless profiteering or insidious 
and pervasive surveillance. This will require a 
proactive and critical approach by civil soci-
ety and public regulators to rein in the rapa-
cious profit seeking by technology firms from 
around the world and at home.
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JOINING THE DOTS:  
THE LONG SHADOW OF ECONOMIC 
CRIME IN SOUTH AFRICA
Prepared for the first People’s Tribunal on Economic 
Crime, this report examined continuities in economic 
crime and corruption in South Africa related to the 
arms trade, from apartheid to contemporary state 
capture. In doing so it highlighted the powerful deep 
state networks that have facilitated these crimes.

JOINT SUBMISSION TO THE ZONDO 
COMMISSION:   
AN AGENDA FOR ACTION
This Agenda for Action is based on detailed 
submissions made to the Zondo Commission by 
organisations of the Civil Society Working Group on 
State Capture (CSWG) covering the widespread impact 
of state capture on lives of people in South Africa. 
Open Secrets acts as the secretariat of the CSWG. 
Editors: Naushina Rahim, Zen Mathe and Hennie van 
Vuuren.

AN AGENDA FOR ACTION
A Joint Submission by the 

Civil Society Working 
Group on State Capture

A SUMMARY OF CIVIL SOCIETY’S 
RECOMMENDATIONS TO THE 

ZONDO COMMISSION
FEBRUARY 2020

OUR PUBLICATIONS
Most of our publications are available for 
free download on our website. Just visit: 
www.opensecrets.org.za/publications

OUR REPORTS:

https://www.opensecrets.org.za/publications/
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CORPORATIONS AND  
ECONOMIC CRIME REPORT  
VOLUME 1: THE BANKERS
The Corporations and Economic Crime Reports 
(CECR) explores the most egregious cases of 
economic crimes and corruption by private 
financial institutions, from apartheid to the 
present day. In doing so, we aim to highlight 
the key themes that link corporate criminality 
across these periods of time, focusing on the 
role of the private sector, a critical blind spot in 
the discourse around economic crime. This first 
volume of the series focuses on the role of banks 
and other financial sector actors in corporate 
criminality.

CORPORATIONS AND 
ECONOMIC CRIME REPORT 
VOLUME 2: THE AUDITORS
This second volume in our Corporations 
and Economic Crime Reports (CECR) 
series focusses on the big four auditing 
firms- PWC, KPMG, Deloitte and EY and 
their role in some of the most egregious 
examples of economic crime

CORPORATIONS AND 
ECONOMIC CRIME REPORT

THE AUDITORS

https://www.opensecrets.org.za/publications/
https://www.opensecrets.org.za/publications/
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APARTHEID GUNS AND MONEY:  
A TALE OF PROFIT
Published in 2017, this exposé drew on extensive archival research 
and interviews to reveal the global covert network of corporations, 
spies, banks and politicians in nearly 50 countries that operated in 
secret to counter sanctions against the apartheid regime, and profit 
in return.

An Open Secrets Investigation 

PROFITING
FROM MISERY

SOUTH AFRICA’S COMPLICITY
IN WAR CRIMES IN YEMEN

THE BOTTOM LINE :  
WHO PROFITS FROM UNPAID PENSIONS?
This investigative report is the culmination of a year-long investigation 
by Open Secrets into role of corporations in the erroneous cancellation 
of pension funds between 2007-2013. The Bottom Line focusses on 
the role played by the big corporations who administer these funds, 
such as Liberty Corporate and Alexander Forbes. The report also looks 
into the role of the regulator in creating an enabling environment for 
the ‘Cancellations Project’.

THE ENABLERS:  
THE BANKERS, ACCOUNTANTS AND LAWYERS 
THAT CASHED IN ON STATE CAPTURE
This investigative report focuses on the role of banks, accounting 
firms, consultants and lawyers in facilitating criminal conduct that 
formed part of the state capture enterprise. The report shows that the 
systems that enable grand corruption and state capture are global in 
nature, and that private sector elites are central to the problem. It is 
intended to provide the evidence and analysis to assist Justice Zondo 
and the State Capture Inquiry with this pressing task in 2020.

PROFITING FROM MISERY:  
SOUTH AFRICA’S COMPLICITY IN WAR CRIMES 
IN YEMEN
This investigative report reveals the South African arms companies 
that have cashed in on the sale of weapons to Saudi Arabia and 
the United Arab Emirates (UAE), two central parties to the Yemeni 
conflict.
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